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1. BBepoeHume

B paHHOM nMporpaMMHOM [OOKYMeHTe npumBeOeHoO PyKOBOOACTBO CUCTEMHOMO
nporpamMMmcTa  no rMpUMEHEHUID K 3KCrlyaTauum nporpamMmbl  «lporpaMMHble
CcpencTBa ymnpaBfieHMAa KaHanaMuy CBA3M (Nepegadyn OaHHbIX) Mexay KOMMOHeHTaMu
MIPL, (MCY)», npegHa3sHadyeHHOW Onda obecneyeHus 3aluMTbl BUPTyanbHbIX NUHUN
nepepaym gaHHbIXx (M3BC) 1 co3gaHma BUPTYyanbHbIX KaHanoB obMeHa JaHHbIMM MeXkay
KoMMnoHeHTaMy MIPLL B cOOTBETCTBMM C TpebOoBaHUAMKM MO KauyecTBY OOCMY>KMBAHUSA
(TKO).

B pasgene «O6wume cBegeHUsa O MporpamMmMe» ornmucaHbl HasHadyeHue, OYyHKLMM
MporpaMMbl U CBEAEHMA O TEXHUYECKMX U MPOorpaMMHbIX CpeacTBax, obecnedymBatoLmx
BbINMOMHEHWEe OaHHOM MporpaMMmbil.

B paspoene «CTpyKTypa nMporpaMmbl» MpuMBeOeHbl CBeOeHMAa O CTPYKType
MpPOrpaMMbl, ee COCTaBHbIX YacTaX, O CBA3AX Mey COCTaBHbIMU YacTaAMM N O CBA3AX C
OpYyrMMK nporpamMMamMm.

B pasgoene «HacTpomka nporpamMmbl» MNpuBeOeHO OMnucaHme [OencTtBuMn Mo
HaCTPOMKEe MPOrpaMMbl Ha YCIOBUSA KOHKPETHOIo MpUMEHEeHUsa (HacTpomKa Ha COCTaB
TEXHUYECKUX CPeacTB, BbI6op GyHKUMM 1 Op.).

B pasnene «MpoBepKa MporpamMmMbl» MpuUBeOeHO OoMnmMcaHme crnocoboB MPOBEPKMU,
MO3BONSAOLMX AaTb ObLLee 3aKtoueHMne o0 paboToCMOCOOHOCTU MPOrpPaMMbl.

B pasgene «[JononHuUTeNbHbIE BO3MOXHOCTU» npuBegeHo ornumcaHume
OOMONMHUTENbHbIX Pa3aenoB GYHKLUMOHANbHbIX BO3MOXXHOCTEW MPOorpamMMbl M cnocoboB
X BblibOpAa.

B paspene «CoobleHMa CUCTEMHOMY MPOrpaMMUCTy»  YyKa3aHbl TeKCTbl
CcoobLEeHN, BbldaBaeMbIX B XOOe BbIMNOIHEHUA HACTPOWMKUK, MPOBEPKM MPOrpaMmbl, a
TaKXXe B Xode BbINONMHEHMA MpPOorpamMMbl, OMNMcaHMe UX CcodepXaHusa U OencTBun,

KOTOpPble HeO6XO,EI,l/IMO npearnpmnHATb Mo 3TM COO6LLI,eHl/I¢IM.
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2. Obwwme cBegeHMda o NporpamMmme

2.1. HasHadyeHue 1 GyHKLMNKM NporpamMmbl

OCHOBHOE Ha3HayeHMe nporpamMmbl «lporpaMMHble cpefcTBa YyrpaBleHus
KaHanaMuM CBA3M (Nepefaydn  [HaHHbiX) Mexagy KomnoHeHTamum  MIPL  (MCY)»
obecrneyeHne 3aWMTbl BUPTyasbHbIX MHUWA Nepepadn gaHHbix (M3BC) v co3gaHue
BMPTyaNbHbIX KaHaNoOB 06MeHa JaHHbIMU MeXay KoMnoHeHTamMu MIPLL B cooTBETCTBUM
Cc TpeboBaHMAMM MO KadecTBy obcny»mBaHma (TKO).

OcCHOBHble QYHKLMM NpOorpamMmbi:

e DopMUpoOBaHMe 3anpocoB K M3BC;

o DopMUpoBaHMe 3anpocos K [MNpKT MNKC;

e [lepenady QOaHHbIX KW KoMaHg Mexay [MpKT u annapaTHbIMKW  CeTeEBbIMU

KoMMyTaTopamMm MKC LLO/[ B cocTtaBe MIPLL mo npoTtokony OpenFlow Bepcnun He
HWxke 1.3;

e [lepenady AaHHbLIX U KOMaHO Mexay [NCY m KCYB B dopmate IJSON no

npoTtokony HTTP/HTTPS no cneundukaumm RESTful API.

2.2. TexHn4yeckme 1 nporpamMmMHble cpencTaa,

obecnedvmBatoLLMe paboTy NPorpamMmmbl

HeobxoonMble TEXHUYECKME CPeacTBa:

o BupTtyanbHaa MawmHa 1. He MeHee 1 vCPU, 2GB RAM, 20 GB HDD,;
o BupTtyanbHaa MawmHa 2: He meHee 1 vCPU, 2GB RAM, 20 GB HDD;
e YcCTpomncTBa BBOAA MHDOPMaLUK;

e Hanuuume goctyna K yaaneHHoOMy y3ny.

HeobxoaonMble MporpaMmMHble CpeacTBa:

¢ OC NaulLinux 7.2 v BblLLE;

o SDN koHTponnep RYU 4.15;

¢ SDN komMmyTaTop Open vSwitch 2.8.2 ¢ mogaep»kkom OpenFlow 1.3;
e OpenSSL1.0.2k.
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3.  CTpyKTypa nporpamMmsbl

B cocTas lNCY BxogaTt crnefytouime nogcucreMol:

e [lporpaMMHbIM Moaynb obecnedyeHuns 3alnTbl BUPTYanbHbIX NTMHUK Nepenadym
OaHHbIX (M3BC);

e [lporpaMMHbI KoHTponnep - [MpKT nNporpaMMHO-KOHOUTYpUPpYyeMOM ceTu
(MKQ).

31. M3BC

M3BC coCTOUT U3 Moaynsa XpaHeHusa Kntodyen ¢ 0bMeHOM OaHHbIMU MO MPOTOKONY
TCP/IP n Mmoayna cosfaHna MHTepdencos A5 KOOAUPOBaHUA U OeKOONPOBaHUSA OaHHbIX,

MocCTynaruwmnx B BMpTyaﬂbeIl;I KaHasn repea4yn.

3.2. MpKT MKC

MpKT MKC coctouT M3 6a3oBoM MNNaTOPMbl KOHTPOMNEpa WM MNPOrpaMMHOro

MOOyd CO30aHUNA BNPOTYa IbHbIX KaHaTOB.

3.2.1.DYyHKLMKM YacTenm NporpaMMHoOro obecredyeHmda

3.2.1.1. [MporpaMMHbIM MoadyNb obecnedyeHms 3aLMTbl

BMUPTYaNbHbIX IMHUIM Nepenayn gaHHbix (M3BC)

MporpaMMHbIN MoayNb keyworker.c ocylLlecTBAFEeT NpMeM Kto4Yen oT reHepaTtopa
Cny4YamHbIX BUTOBbLIX MocnegoBaTeNlbHOCTEN, BblYMCIEHME UX X3LW-CYyMMbl, gobaBneHune
Kntouyen B 6a3y gaHHbIX, OOCTYM K Kto4aMm no 3anpocy Yyepes RESTful API no xawy, nnbo
MO 3aMpocy Ha BblOa4vy HOBOIO KJtO4a, MMeET BHYTPEHHME CHETUMKKM O0CTYMa K K/to4vam

C Le/1bto Bbla4yY aKTyallbHbIX Ko4en.
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O6MeH gaHHbiMU Mexkay MpKT MKC 1 mooynem keyworker.c ocyliectBnaeTca no
npotokony HTTP/HTTPS no cneumndukaumm RESTful API: no wmetomy POST /
BbIMOSIHAETCS 3arpy3ka HOBOIO KJlto4ya.

Moaynb BbIBOOAUT OTM1aA0UYHY0 MHOOPMALMIO B CTaHOAPTHbLIM BbIBOA U MMeeT pan
KOHOUIYPaALMOHHbIX MapaMeTPOB.

NMporpaMMHbIM MoOyNb ctapudp.C OCyLLeCcTBNdAeT co3gaHune uHTepdencoB O
KOOUWPOBaHUA W OEKOOMPOBAHUA [HaHHbIX, MOCTyrNaloWwmMx B BUPTYyasbHbIM KaHan
nepenayn. [JaHHbIM MOOYNb BbIMOMHAET KOOAMPOBaHME Npmxoaaumx Ethernet-gpenmos
B pexmme AES-256-CBC c MCNonb3oBaHWMEM MPOrpaMMHbIX CpeacTB OMGImnoTexku
OpenSSL 1 mx nocnegytowyto ynakoBky B UDP-makeTbl € MepecblsiIkon Ha Moayfb
OeKOoOMNPOBaHUS, peanmsya npu 3ToM L2-TyHHenb. Mpu aToM MHbopMaumMa O Kro4dax
mocTtymaeTr m3 ™Moayna keyworker.c, ong M™Moayns, BbIMOMHAKOWErO KogouMpoBaHMe
NPOU3BOAUTCH M3BMeYeHre HOBOro Ktoda 13 Moayna keyworker.c no 3anpocy POST /¢
payload “last”. Moagynb, BbIMOAHAOWMN OEKOOAMPOBAHME, BbIUMCAFAET X3l KAo4Ya U
obpaluaeTcs K keyworker.c anga nonydeHus Krda no xawly ¢ 3anpocom POST / ¢ payload
“keyXaLL".

Takyke, Mooynb ctapudp.c OCyLWLeCcTBASAET CXaTue [OaHHbIX C WUCMOSIb30BaHWMEM
MporpaMMHbIX  cpeacts  6umbnuotekn  zlib, 1 npegnonaraeT  BO3MOXXHOCTb
3a0eMCTBOBaHMA 2-X KaHANoB nepefadvun gaHHbix ang otnpaskun UDP-nakeTtoB. Moaynum
M3BC ¢ nogobHbiIMM Mpeobpa3oBaHMAMM MaAKETOB MOTyT OblTb MCMOAb30BaHbl A4
nepegayv gaHHbIX NyTeM Oob6aBneHMa KaHanoB B Moay b MpKT.

Moaynb BbIBOOAUT OTM1aA0UYHY0 MHOOPMALMIO B CTaHOAPTHbLIM BbIBOA U MMeeT pan

KOHd)l/I rYpPaumMoOHHbIX MapaMeTpPOB.

3.212. TlporpamMmHbin Moaynb rest_forward.py ana NPKT
MKC

MporpaMMHbIM MoLyb rest_forward.py ocyllecTBSeT CBA3b MeXay NoaceTamMm C
ydyeToM VLAN, mMepektoyeHmne Mexay KaHalaMu B COOTBETCTBMU C TpeboBaHMAMKM MO
KauyecTBy obcny>kmBaHmsa (TKO).

KoMaHobl 1 pgaHHble Mexay [CY m KCYB ocyllecTBnaroTca Mo MpoToKOony
HTTP/HTTPS no cneundmkaumum RESTful APl mn nocbinatotca k MpKt MKC gna
OCYLLLeCTBNEHMA cnenyroLmX QyHKLMIA:

e [lo MeTooy GET /activate BOCCTaHaB/IMBaETCH TeKyLLee COCTOAHME KaHal10B;
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e Mo MeTony GET /channel/{channel}/{sla} npovcxoauT nepekntoyeHMe KaHana
{channel} Ha TKO {sla};

e [lo mMeToay DELETE /channel/{channel} yoanaetca kanan {channel},

e [lo MeToay POST /channel 3arpy»atoTcs faHHble o kaHane B dopmaTe JSON,;

e Mo MeTomy POST /ovs 3arpy»<atoTcsi KOHPUrypaLmm o CeTeBOM KoMMyTaTope

MKC B popmaTte JISON;

e Mo MeToay POST /host 3arpy»atoTca koHbUrypauma xocta MCY.

MpKT MNKC no metoay POST /gkey/{ovs}/{sla} dopmupyeT 3anpoc kK M3BC rnpu 3ToM
mcnonblyetca MHbopMauma o ceteBoM kommyTaTope MNMKC {ovs} n KaHane ¢ 3agaHHbIM
TKO {sla}.

MpKT MNKC no metoaoy GET /gchannel/{ovs}/{sla} npoucxoaut nepeknoyeHume Bcex
KaHa/oB 3a4aHHOro koMmyTaTopa {ovs} Ha TKO {sla}.

CoopMmpoBaHHble KOMaHAbl NepepatoTca oT MNpKT K ceTeBbIM KOMMyTaTopaM [MKC
no npotokony OpenFlow Bepcum 1.3. MNpKn 3TOM B KadecTBe KOMaHA BbICTyMatoT B TOM
yumcne Tabnuubl MapLLPYTU3aLMKM CETEBbLIX MAaKETOB.

Co3paHne BapMaHTOB TOMOMOMMM BUPTYallbHbIX KaHaoB NogpasyMeBaeT Hanndme
COBOKYMHOCTM MpaBu, 4To obecrnedymBaeTca MaACCUBOM CTPYKTyp, NepepgaBaeMbliX Mo
MeTony POST /channel. OuHaMuyeckoe U3MeHeHMe TOMOMOrMii BO3SMOXHO MO 3anpocy
POST /channel nyteM MNOArpysky W3MEHEeHWN B CTPYKTYpy. [MpUu 3TOM BO3MOXKHO
MCMOMb30BaHMeE OBYX HE3ABMCUMbIX MapasyieNbHbIX KaHanoB NyTeM 3adaHMa BapmaHTa
TOMOMOrNM BMPTYalibHbIX KaHANOB C BKAOYeHMEM B HUX M3BC, CKOHPUIYPUPOBaHHbIX
Ha MCMONb30BaHMe OBYX KaHafoB MNepefaydn OaHHbiX Ong otnpaBky UDP-nakeToB (B
KOTOpPbIX B CBOK o4epeb nepecbinatotca Ethernet-gpenmsl).

MoNMTUKKM  MCNOMb30BaHUA BUPTYallbHbIX KaHaNloB Mepefaydn 3agdatotca B
BapMaHTax obecnedyeHma TpebyeMoro KayecTBe OOCNYXXMBaHUA MOCPeaCcTBOM
nepeHanpaBneHna Tpadumka, NMOO, MYyTEM BbIKIIOUEHMA MPOXOXAEHMA Tpaduka Mo

KaHary.

3.2.2. CBa3u NporpaMMmbl C 4PYrMMKM NMPorpaMMamMm

MpKT TMCY npeactaBnder cobow MoaybHYHO CcUCTEMy Ha 6a3e cBobogHO-
pacrpocTpaHagemMoro TMKC koHTponnepa Ryu. CneunanmsmpoBaHHbIM — MOLY/b
obecneynBaeT TpebyeMyto Apyrm nogcmcrteMam GyHKLMOHANbHOCTb M OOCTYMNEH Yepes

REST API. 3anpocbl Mexxay MNMCY n KCYB ocylecTsAaioTcs no npoTtokony HTTP/HTTPS no
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cneundmkaumm RESTful API. CornacHo 3anpocy, REST APl Mogynb MOXeT NpomM3BOAUTb
cnenyrolime 0encTBmUa: BOCCTaHOBMIEHME MPEXHUX CBA3EM, CBA3b Mexay noaceTaMum ¢
ydyeToM VLAN, nepeknoyeHmne mMexay KaHanamMy B COOTBETCTBUMM C TpeboBaHUAMKM MO
KauecTBy obcny»kmBaHua (TKO). MepekntoyeHne ocyLLecTBNAeTCa Mexkay KaHanamMuy C
KogupoBaHMeEM U1 6e3 KOOMPOBaHUA, NMOO C KOMOMHaUMEWM pas3MyYHbIX TUMOB

KoOOMNPOBaHWMA.

4. HacTpowKka nporpamMmbl

YCcTaHOBKa MpoOrpaMMbl  OCYLLECTBAAETCA M3  Perno3uTopus MporpaMMHbIX
KoMnoHeHToB CUNY npu MoMOLLM CUCTEMHOIO MeHeOyXKepa NakeTosB yum:
sudo yum install -y psu psu-agent ctapudp keyworker
Mpouenypa HaCTPOWMKM NPOorpaMmbl BKITKOYAET B cebsa criefytoLlme aTanbi:
e Co3pgaHue KaHanos M3BC;
o 3anyck Mofaynew XpaHeHMa Ktodemn:
keyworker —n /opt/dbl/db —p 55551
ON9 XpaHeHWa Tabnuu B anpektopumn /opt/dbl 1 oxxumoaHua nogknodeHmim
Ha TCP-nopt 55551
o 3anyck Moay/nen KOAMPOBaHUA U OEKOOAMPOBAHUSA KaHaoB:
ctapudp -c 0.0.0.0 -p 3443 -t 172.17.20.42 -k 3443 -q 127.0.0.1 -r 55551 -i udpO
A4 cosfgaHua nHtepdenca udpO KoaMpPoBaHUA M OEKOOMPOBAHUA OaHHbIX
C MCMNOJSIb30BaHMEM MOLYNA XpaHeHMa Kden no agpecy 127.0.0.1: 55557, ¢
OTMPAaBKOM 3aKOAMPOBAHHbLIX [daHHbIX Ha agpec 17217.20.42:3443
OXXMOAHMEM 3aKOONPOBaHHbIX AaHHbIX Mo agpecy 0.0.0.0:3443.
o KoHpurypmpoBaHme MNpKT;
e HeobxoommMo B KoHduUrypaumoHHoM damnne Jetc/psu/config.cfg ykasatb

napaMeTpbl cornacHo Tabnuue 1.
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Tabnuua 1. ®ann koHburypaumm /etc/psu/config.cfg

®ann KoHOUrypaumm

OnuncaHue napamMeTpoB

[default]

external_db = False

[psu]

dc=1

proxy=True
use_meter_on_software=True
hostname=172.17.20.41

[db]

enabled=True

db_user = psu_user

db_pass = password

db =siu_db

db_scheme = psu

db_host =127.0.0.1

db_port = 5432

[agent]

address = http://127.0.0.118072

Homep Tekywero LLOL

[MNepeHanpaBneHme OaHHbIX Ha MapHbin MCY
Mcnonb3oBaTb Meter Ha codT. KommyTaTope
Agpec ong goctyna ¢ apyrx LLOL,

[aHHble ong nogknodveHnsa K 6y

Agpec ong goctyna K psu-agent

e Heobxoammo B KoHduUrypaumoHHoMm danne Jetc/psu/config.cfg ykasaTb

cnegyrouime rnapamMeTpbl.

Tabnuua 2. Dann koHbUrypaumm /etc/psu-agent/config.cfg

®ann KoHGUrypaumm

OnuncaHue napamMeTpoB

[default]

log_file = /var/log/psu-agent.log
agent_port = 1003
psu_address_public =172.17.20.41
psu_port_public = 1001

dc=1

[rabbit]

rabbit_host = rabbitmqg
rabbit_port = 5672

login = smarts

password = password
exchange = ksuv_exchange
queue = psu_request_queue
reply_queue = psu_reply_queue

[MopT areHTa

Appec MNCY Tekywero LOL,

MopT MCY Tekywero LLOL

Homep Tekywero LLOL

OaHHble ona goctyna K RabbitMQ

3a|'|yCK MnporpamMmMbl OCYLLLECTBNAETCH MNMyTeM BbINO/THEHNA KOMaHObI:

sudo systemctl/ --now enable psu psu-agent

L] |_|pl/l npoBegeHmMmM aBTOMaATU3NPOBAHHOIO pPa3BepTbiBaHMNA OOMOITHNTENbHbIX

OencTBMn  He TpebyeTtcy,

Pa3BEPTbIBAHUM  BPYYHYIO HEOOXOAMMO

BbINMO/THNTb 3arpy3Ky OaHHbIX O CETEBbIX KOMMYTATOpPaXxX N XOCTeE!

curl -X POST http//localhost:100l/host  -d  {"DC" { "address"

"http./172.17.20.42:1001"}}'

curl -X POST http.//localhost:1001/ovs -d '{'DC": { "dpid": "0000326731f85248",
"intport”: {"1": {"type": "vm'} }, "outport": { "3" {"sla": "1", "desc": "normal"}, "4": {"sla":
2" 'desc"™ "quantum®”, 'mzvs" 1" } } "mzvs"{ 1" ['httpy/127.0.0.1.77",
"http./127.0.0.1:55554"] }, "dc": DC}}'

roe DC - HoMep LUOO, http://17217.20.42:1001 - agpec goctyna K MCY ¢ gpyrux LIOL,
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5. lNpoBepka nporpamMmbl

NMpoBepKa @YHKLUMOHUPOBAHMA MNPOrpaMMbl BbIMOMHAETCS MyTeM MpoCcMoTpa
NOrog, BblAaBaeMbIX B CTaHOAPTHbIM BbIBOA, 3aMyCKaeMbIX MOAYNEN Ha NpeaMeT Hannymsa
owmbok. YgoctoBepuUTca B paboTOCMOCOBHOCTU MPOrpaMMbl MOXXHO MYyTEM Modaym
3anpocoB No REST Api Ha KOHQUIypuMpoBaHMeE BUMPTYyalbHbIX KaHa/OB M MpPOCMOTPa
OTBETOB.

curl -sb -H "Accept: application/text" "http;/172.17.20.41:1001/status" — Bbiaaét “1”
onsa xocrta 172.17.20.41, roe 3anyuleH MNpKTt

6. JononHmtenbHbleé BO3MOYXXHOCTU

LJononHmntenobHo, B CTaH,D,apTHbIPI BblBOO BbIBOOWNTCH VIHCI)OpMaLI,MQ O 4ucne
MaKeToB, Mnpoxooduwmx 4epes KOMMYTaTop M rlpeo6pa3yeMb|x no 1TemM Wuin WHbIM

npaBuIaMm.

7. CoobLeHMa CUCTEMHOMY MPOrPaMMUnCTY

B XxoOe BbIMOMHEHUA KOHPUTYPUPOBAHWS W 3arycka MporpamMMbl BbIBOOSATCS
coobLueHWs, NpuBedeHHble B Tabnuue 6.1. Jlorn gocTynHbl no agpecy /var/log/psu.log n
/var/log/psu-agent.log.

Tabnuua 1 - OCHOBHblE COOBLLEHNA CUCTEMHOMY MPOrPaMMUCTY

Odencreug, KoTopblie
OnucaHue copepXXaHusa
TeKcT coobLieHunna Heo6xoaMMOo NpeanpuUHATb
coobLeHunda
nporpaMmMmcTy

wsgi starting up on MNpunoXXeHMe yCcrielwHo 3anyLeHo m MpoaomKuUTb KOHOUIYypUpoOBaHMe
http://0.0.0.0:1001 OXMOaeT NOAKIUEHUM cUcTeMbI

Failed to parse OwmnbKa rNpu YTeHUn darna KoH- HeobxoamMmMo NpoBepuTb AaHHble B
/etc/psu/config.cfg durypaumm danne KoHGUrypaumm

-bash: ryu-manager: He HanpgeH nakeT ryu HeobxoamMmo NpoBepuTb BEP-CUIO
command not found M GaKT yCneLwwHOM yCTaHOBKM

nakeTa ryu

curl: (7) Failed connect to | HeT poctyna oo NCY yepes REST API [MpoBepPUTb KOHPUIYpPaLMIO CETU U
172.17.20.41:1007, HaCTPOMKM CETEBOIO aKpPaHa
Connection refused
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