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1. BBepoeHume

B paHHOM nMporpaMMHOM [OOKYMeHTe npumBeOeHoO PyKOBOOACTBO CUCTEMHOMO
nporpamMMm1cTa no NPUMEHEHUIO n 3KcnnyaTtaunm nporpamMmmbl «BOY»,
npegHasHayvyeHHoOW 019 XpaHeHMa onmMcaHmMM annapaTHbIX U BUPTYalbHbIX KOMMOHEHTOB
MIPL, n ycnyr.

B pasgene «O6wume cBegeHMsa O MporpamMmMe» ornmucaHbl HasHadyeHue, OYyHKLMM
MporpaMMbl 1 CBEOEHUSA O TEXHUYECKMX 1 MPOrpaMMHbIX CpeacTBax, obecrneumBatolmx
BbIMOSIHEHME OAaHHOW NPOrpaMMbl.

B paspoene «CTpyKTypa nMporpaMmbl» MpuBeOeHbl CBeOeHMAa O CTPYKType
MPOrpaMMbl, ee COCTaBHbIX YacTdX, O CBA3AX MeOy COCTaBHbIMU YacTaAMM U O CBA3AX C
OpYyrMMK nporpamMMamMm.

B paspoene «HacTpomka nporpamMmbl» MNpuBeOeHO oOnucaHue [OencTBumM Mo
HaCTPOMKe MPOrpaMMbl Ha YCIOBUSA KOHKPETHOIro MpUMeHeHUsa (HacTpomKa Ha COCTaB
TEXHUYECKMX CPeacTB, BbI6op GyHKUMM 1 Op.).

B pasoene «poBepKa MporpaMmMbl» MpUBEOEeHO OMnmMcaHme crnocoboB MPOBEPKMU,
MO3BONSAOLMX AaTb ObLLee 3aKtoYyeHMe o paboToCcMoCOOHOCTU MPOrpPaMMbiI.

B pasgene «[JononHuUTENbHbIE BO3MOXHOCTU» npuBegeHo ornucaHume
OOMONMHUTENbHbIX Pa3aenoB GYHKLUMOHANbHbIX BO3MOXXHOCTEW MPOorpamMMbl M CnocoboB
X BblibOpa.

B paspene «CoobuUeHMa CUCTEMHOMY MPOrpaMMUCTy»  YKa3aHbl  TeKCTbl
CcoobLlEeHMNI, BblAaBaeMbiX B XOOe BbIMOMHEHMA HACTPOMKMK, MPOBEPKM MPOorpaMmsbl, a
TaKyKe B XOOE€ BbIMNOMHEHMA MNPOrpaMMbl, OrmncaHMe KX COOEPXKaHUA U LOENCTBUN,

KOTOpPble HeO6XO,EI,l/IMO npearnpmnHATb Mo 3TM COO6LLI,eHI/IS:IM.

2. Obwwme cBegeHUda o NporpamMmme

2.1. HasHadyeHue 1 GyHKLMNM NporpamMmbl

OcHOBHOE Ha3HadeHue nporpamMmbl «BOY» obecnedyeHune xpaHeHWa OornucaHum
annapaTHbIX N BUPTYanbHbIX KOMMOHeHTOB MITPLL 1 ycnyr.
OcHoBHOM yHKUMEN Moayna pas3BepTbiBaHMa BLY gaBnaetca pa3BepTbiBaHUE

KnacTtepa BAY ¢ NoOMOoLblO YCTAaHOBOYHOIO MakeTa
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OcCHOBHOM dYyHKUMEN Moaynsa MHUUManm3aumm BOY aBnaeTca nepBoHadanibHas
HacTpoWKa KnacTepa BOY ¢ MOMOLLb aBTOMaTUYECKOro eanHOpPasoBOro 06HOBNEHUSA

KOHOUIYpaLUMOHHbIX GanoB

2.2. TexHn4yeckme 1 nporpaMMHble cpencTaa,

obecrnevmBatoLLve paboTy NPorpaMmbl

HeobxoaonMble TEXHUYECKME CPeacTBa:

e 4 BMpPTyalibHble MalUMHbI C XapaKTEPUCTUKAMM He HWKe, 4yeM 2 vCPU 26 1Ty, 8
GB RAM, 1 TB HDD. N'MnepBM30p Ha XOCTOBOW MalUMHE OO/mMKeH 6biTb TMa KVM.
dopmaT 0b6paza BM gonkeH 6biTb qCcow?,;

HeobxoaonMble MporpaMmMHble CpeacTBa:

o OnepaunmoHHaa cucteMa HayJlMHyKc Bepcua 7.2 1 BblWe,

e IHTepnpeTaTop 93blka Bash;

o CYB[, PostgreSQL Bepcrun He HMKe 9.6;

e psql-TepMUHanbHbIM KNMEHT ana paboTbl ¢ CYB[, PostgreSQL;

o HAProxy;

e Keepalived;

e Bucardo 5.5.

2.3. CTpyKTypa nporpamMmmbl

B cocTtas BL1Y BxoOaT crenytowme Moayniu:

e Monoynb pasBepTbiBaHUa BLY;

e Moaynb MHUUManm3aumm BOY.

Mogoynb pa3BepTbiBaHMSA BOY npegHasHaveH ong ppa3BepTbiBaHMSA
OTKA30yCTOMUYMBOM KOHbUrypauum BY Ha OByx cepBepax BHYTPWM OOHOro LEHTpa
06pPaboTKM AaHHbIX

Moaynb uHuumanmsaumm BY npenHasHadeH Ons nepBOHa4YaslbHOM HACTPOMKM
KOHOUIYpaUMOHHbIX GanoB BHYTPU KacTepa.

Mopgynb pasBepTbiBaHUa BLY cocTouT m13:

e bdu_node_l, bdu_node_2 - nporpaMMHble RPM nakeTbl ON9 YCTaHOBKM Ha

XXeJ1e3HbIX CepBepax.
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MO,D,yﬂb NMHNUMaNmM3aunit COCToOUT UN3:

bdu_l_init.sh, bdu_2_initsh - nepBoHayanbHaa HaCTPOMKaA KOHUIypaLMn

KnacTtepa.

3. HacTtpownka nporpamMmbl

B 0aHHOM pasgene onmcbiBaeTCcH npouenypa yCraHOBKN U HaCTpOPIKl/I nporpaMmmbil.

lNpouenypa BKIIIOYAET B cebs cnegytouime aTarbl:

Mopoynb pasBepTbiBaHua BLY:

O

O

O

BbINONHUTb yum install -y bdu_node_1 Ha »xene3Hbix cepBepax1un 3
BbINOMHUTb yum install -y bdu_node_2 Ha »kefne3Hbix cepBepax 2 1 4

cpeau yCTaHOBNEHHbIX Gal/IOB Ha YXefle3HOM cepBepe 1 HaWTK 1 3aMyCTUTb
ckpunT config_bdu_node_l.sh ¢ HeobxogMMbIMU MapaMeTpaMu, HanpuMep:
/usr/bin/config_bdu_node_l.sh  -img_name  bdulqcow2 -repo_name
repository -domain smarts -br br-ex -type_br ovs -mac 52:54:00:03:1D:01 -m
8192 -telnet 2323

cpeau yCTaHOBNEHHbIX GalnfioB Ha Kefle3HOM cepBepe 2 HAaUTU U 3amyCTUTb
ckpumnT config_bdu_node_2.sh ¢ HeobxoaMMbIMK NapaMeTpaMm, HanpumMep:
/usr/bin/config_bdu_node_2sh  -img_name  bduZ.qgcow? -repo_name
repository -domain smarts -br br-ex -type_br ovs -mac 52:54:00:03:1D:02 -m
8192 -telnet 2323

cpeau yCTaHOBNEHHbIX GanioB Ha Kefle3HOM cepBepe 3 HAUTU U 3amMyCTUTb
ckpumnT config_bdu_node_l.sh ¢ HeobxogMMbIMU MapaMeTpaMu, HanpuMep:
/usr/bin/config_bdu_node_l.sh -img_name topbdul.gcow? -repo_name
repository -domain smarts -br br-ex -type_br ovs -mac 52:54:00:03:1D:03 -m
8192 -telnet 2323

cpeou YCTaHOB/EHHbIX GaM/IOB Ha »Xene3HoM cepBepe 4 HalTu WU
3anycTuTb ckpmnT config_bdu_node_2.sh ¢ HeobxoaMMbIMUK MapaMeTpamMu,
HanpuMep: /usr/bin/config_bdu_node_2.sh -img_name topbdu2.qcow? -
repo_name repository -domain smarts -br br-ex -type_br ovs -mac
52:54:00:03:1D:04 -m 8192 -telnet 2323

Ecnn Bo BpeMsa npedbiayLLlero wara NnpousoLusia olwmnbKa npy cKavymBaHUm
gcow2 obpasa, HeobXOAMMO BbIMOMHUTE KOMaHAy /ust/bin/bdu_node_1/2.sh

download Ha cooTBeTCTBYtOLLEM cepBepe N
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o 3anycTuTb Yy3/bl KNacTepa C TMNOMOLLbD KOMaHA4 —systemct/ start
bdu_node_1/2 Ha cooTBeTCcTBYtOLLEM cepBepe N
o MpoBepuTb ycnelwHbI¥ 3amycK Y3/M0B KaacTepa C MOMOLbIO KOMaHA4
systemct/ status bdu_node_1/2 Ha cooTBeTCTBYlOLLEM cepBepe N, a TakxKe C
noMolLbto ping bdul, bduZ2, bdu, topbdul, topbduZ, topbdu.
e Moaynb MHUUManm3aumm BOY:
o MNpwn mepBOM 3anycke y3na kKnactepa bBY rc.local ocywecTBUT Bbi30OB
CKpMNTa aBToO-KOHUIypaumm bdu_N_init.sh, mocne uero ybepeT ero us
aBTO3arpysKu
Kak utor, 6yoeT pa3BepHyYT KnacTep Ha ABYyx Hodax, bdul n bdu2. NMookntoyeHme K
6a3e npowmcxoauT no agpecy bdul5432, roe bdu 310 goMeHHoe mma ang VIP-agpeca
(keepalived), a 15432 310 MopT ang HAProxy. NoakntoueHme byaeT nepeHanpaBnaTbca Ha

bdul:5432 1 bdu2:5432. BHyTpU Kaxxgon Hoabl paboTtatoT Postgresqgl 11 u Bucardo 5.5.

4. [poBepKa NporpamMmbl

Ecnn He 6bino owWMBOK MpW BbIMOMHEHUM CKPWUMTA, NMPOBEPUTb OO0CTyn K 6ase
OaHHbIX, HAMPUMeP, C MOMOLLBLIO YTUNKUTLI psql (XocT bdu mnnu topbdu, nopT 15432)
BHyTpM Kaykgon M3 Hon BbIMONHWTbL bucardo status siu_db_sync v ybeontbca B

cocToaHumax Good u Active

5. CoobuweHna cMcTeMHOMY MPOrpPaMMUnCTY
NockonbKy BOY BbiMonHAETCH Kak AeMoH (postgresql-11.service), To Bce coobLleHna

BOY sanucbiBatotea B nor BAY /var/log/bdu Ha Kaxkpon Hode. J1oru pennmkaummy nexar B

/var/log/bucardo/log.bucardo
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Tabnuua 1 - OCHOBHblE COOBLLEHNA CUCTEMHOMY MPOrPaMMUCTY

TeKcT coobLeHns

OnucaHue cooepxxaHus

coobLeHns

[OencTBug, KoTopble
HeoBXoOMMO NpPeanpPUHATbL

MporpaMMmnCTy

Last good : Dec 03, 2019 20:28:42
(time to run:1s)

Rows deleted/inserted : 2/ 3

Last bad : Dec 02, 2019 10:51:30
(time until fail: 1s) Sync name:
siu_db_sync

Current state : Good

Source relgroup/database :
siu_db_herd / siu_db_node_1
Tables in sync: 44

Status : Active

Check time : None

Overdue time : 00:00:00

Expired time : 00:00:00
Stayalive/Kidsalive : Yes / Yes
Rebuild index : No

Autokick : Yes

Onetimecopy : No

Post-copy analyze : Yes

Last error: : Failed : DBD::Pg:db
pg_putcopyend failed: ERROR:
duplicate key value violates unique
constraint "answers_pkey"
DETAIL: Key (uuid)=(c5cf2448-07cc-
4922-834e-e5f3ef7d4b32) already
exists.

CONTEXT: COPY answers, line 1 at
/usr/lo-cal/share/perl5/Bucardo.pm
line 10097. Line: 5037 Main DB
state: ? Error: none DB
siu_db_node_1 state: ? Error: none
DB siu_db_node_2 state: 23505
Error: 7 (KID 25500)

MpwvMep BbiBOAA KOMaHAbI
bucardo status siu_db_sync. B
OAHHOM NpuMepe pennmkauma
paboTaeT npaBunibHo. OLNBKM
Bpoae duplicate key value

violates unique constraint

MIHOPWPOBAaTb, T.K. 3TO MOBOUYHbIN

3ddeKT OT pennmkaLmm B

peXxxmumMe MynbTruMacrep

He TpebyeTcs, ecnn Current
state = Good. Ecnu Bad,
CMOTpEeTb rnocnegHme Tpu nons.
He TpebyeTcs, ecnn Status =
Active, MHaue BbINOMHUTb

KoMaHay bucardo restart

(5156) [Mon May 27 19:33:43 2019]
MCP Ac-tive syncs: 1

(5156) [Mon May 27 19:33:43 2019]
MCP En-tering main loop

Bbloepykka 13 nora

/var/log/bucardo/log.bucardo.

MpuMep NpaBUIbHOMO 3anycka 1

nocrenytoLen paboTbl CUCTEMBI
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(5160) [Mon May 27 19:33:43 2019] penamKaumm
VAC New VAC daemon. PID=5160
(5160) [Mon May 27 19:33:43 2019]
VAC Con-nected to database
"siu_db_node_2" with backend PID
of 5162

(5160) [Mon May 27 19:33:43 2019]
VAC Con-nected to database
"siu_db_node_1" with backend PID
of 5153

(5156) [Mon May 27 19:33:43 2019]
MCP Cre-ated VAC 5160

(5163) [Mon May 27 19:33:43 2019]
CTL New controller for sync
"siu_db_sync". Relgroup is
"siu_db_herd", dbs is
"siu_db_group". PID=5163

(5163) [Mon May 27 19:33:43 2019]
CTL stayalive: 1 checksecs: O kicked:
1

(5163) [Mon May 27 19:33:43 2019]
CTL kid-salive: 1 onetimecopy: O
lifetimesecs: O (NULL) maxkicks: O
(5163) [Mon May 27 19:33:43 2019]
CTL Data-base "siu_db_node_1"
backend PID: 5154

(5163) [Mon May 27 19:33:43 2019]
CTL Data-base "siu_db_node_2"
backend PID: 5165

(5156) [Mon May 27 19:33:43 2019]
MCP Cre-ated controller 5163 for
sync "siu_db_sync". Kick is 1

(5166) [Mon May 27 19:33:43 2019]
KID (siu_db_sync) New kid, sync
"siu_db_sync" alive=1 Parent=5163
PID=5166 kicked=1

(5697) [Mon Dec 2 23:59:30 2019] Bbioepy»kka 13 nora BbimonHMTb KOMaHAy bucardo
MCP Ping failed for database /var/log/bucardo/log.bucardo. restart Ha o6oumx Ho-gax. Ecnu
siu_db_node_2, trying to re- MprMep NoTepu CBA3M Mexxay He MoMOTr0, BPY4HYO

connect HoOaMu npoBepuTb ping bdul n bdu2 - B

cnlydae OTCyTCTBUMNA peaKunn

06paTUTbCS K CEeTEBbIM
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agMUHUCTPaTOPaM
(20092) [Tue Oct 22 07:58:16 2019] Bbioepy»kka 13 nora Y6eamTbcs, YTo CTPYKTYpa
KID (siu_db_sync) Warning! /var/log/bucardo/log.bucardo. TabnuL, OEHTUYHA Ha 0BOUX
Aborting due to exception for MprMep HeyaauHOW NMOMbITKM Homdax, Mbo penamKaums
psu.channels:? Error was pennvKaLmMmM gaHHbIX nocne OCYLLEeCTBNAETCH TONIbKO Ha

DBD:Pg:db pg_putcopyend failed: | o6HoBNEeHWA CTPYKTYPbl TabnuL, YPOBHE AaHHbIX

ERROR: extra data after last CTPYKTYpbl AOMKHbI OBHOBMAATLCS
expected col- BPYYHYO Ha o6oux Hodax. B
umn\nD D b B¢b D Dib¢: OAHHOM NpuMepe B MCXOLHOM

COPY chan-nels, line 1: "4b3830e3- Tabnuue 6onblie cToNbLoB, YeM

99b9-458c-b48a-235668ab92ab B LeneBow. KntoyeBble cnoea
815c69ab-19fb-4f9f-8073- owmnbkm — extra data n does not
de0347fbcflf t f8549976-56b7-4ef8- | exist

abaa.." at

/usr/local/share/per|5/Bucardo.pm
line 10097.

(20092) [Tue Oct 22 07:58:16 2019]
KID (siu_db_sync) Kid has died,
error is: DBD::Pg:db
pg_putcopyend failed: ERROR:
extra data after last expected col-
umn\nD P b B¢b P Dib¢: COPY
chan-nels, line 1: "4b3830e3-99b9-
458c-b48a-235668ab92ab
815c69ab-19fb-4f9f-8073-
de0347fbcflf t f8549976-56b7-4ef8-
abaa.." at
/usr/local/share/per|5/Bucardo.pm
line 10097. Line: 5037 Main DB
state: ? Error: none DB
siu_db_node_1 state: ? Error: none
DB siu_db_node_2 state: 22P04
Error:7

DBI::db=HASH(0x29ccdb0)-
>disconnect invali-dates 2 active
statement handles (either destroy
statement handles or call finish on
them before disconnecting) at
/usr/local/share/perl5/Bu-cardo.pm
line 2770.

(20092) [Tue Oct 22 07:58:16 2019]
KID (siu_db_sync) Kid 20092 exiting
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at cleanup_kid. Sync "siu_db_sync"
psu.channels Reason: DBD::Pg:db
pg_putcopyend failed: ERROR:
extra data after last expected
column\nB.B.D.H¢b.D.PHiP¢: COPY
chan-nels, line 1: "4b3830e3-99b9-
458c-b48a-235668ab92ab
815c69ab-19fb-4f9f-8073-
de0347fbcflf t f8549976-56b7-4ef8-
abaa.." at
/usr/local/share/per|5/Bucardo.pm
line 10097. Line: 5037 Main DB
state: ? Error: none DB
siu_db_node_1 state: ? Error: none
DB siu_db_node_2 state: 22P04

Error:7

FATAL: terminating connection due
to adminis-trator command

FATAL: terminating connection due
to adminis-trator command

(30728) [Tue Dec 3 23:52:44 2019]
MCP Warn-ing: Killed (line 939):
Ping failed for main data-base!
(30728) [Tue Dec 3 23:52:44 2019]
MCP Data-base problem, will
respawn after a short sleep: 15
FATAL: terminating connection due
to adminis-trator command

(30732) [Tue Dec 323:52:44 2019]
VAC Warn-ing! VAC was killed at
line 7838: DBD::Pg:st execute
failed: no connection to the server
at
/usr/local/share/per|5/Bucardo.pm
line 7838.

(30738) [Tue Dec 3 23:52:45 2019]
KID (siu_db_sync) Kid has died,
error is: Ping failed for main
database Line: 4997

(30738) [Tue Dec 3 23:52:45 2019]
KID (siu_db_sync) Ping failed for

database siu_db_node_1

Bbloepykka 13 nora
/var/log/bucardo/log.bucardo.
MpuMep HapylleHusa paboTsl
pennukaumm npu nepe-3arpyske
cepBuca postgresql, Cucrema
npeanpUMeT NoMbITKY
nepesanycTmuTbca
CaMOCTOATENbHO, HO Ha BTOPOM
Hofe B MtoboM criydae noaBuTcs
owwmnbka MCP Ping failed for

database, trying to reconnect

Heobxonommo Bcerga
BbINOAHATbL KO-MaHAay bucardo
restart Ha obomx Hogax, ecnm
cepBuc postgresql 6bin

nepesanylleH Ha Ntobo 13 HUX
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(30738) [Tue Dec 3 23:52:45 2019]
KID (siu_db_sync) Kid 30738 exiting
at cleanup_kid. Sync "siu_db_sync"
fe.master Reason: Ping failed for
main database Line: 4997 (30735)
[Tue Dec 323:52:45 2019] CTL Con-
troller for "siu_db_sync" was killed
at line 1769: MCP request

(30735) [Tue Dec 3 23:52:45 2019]
CTL Warn-ing! Controller for
"siu_db_sync" was killed at line
2372: DBD::Pg::db do failed: no
connection to the server at
/usr/local/share/per|5/Bucardo.pm
line 6484.

(30728) [Tue Dec 3 23:52:45 2019]
MCP End of cleanup_mcp. Sys
time: Tue Dec 3 23:52:45 2019.
Database time: 2019-12-03
23:52:45.626373+00

(30728) [Tue Dec 3 23:52:45 2019]
MCP Sleep time: 15

(30728) [Tue Dec 3 23:53:00 2019]
MCP Res-pawn attempt:
/usr/local/bin/bucardo restart start
'Attempting automatic respawn
after MCP death'

2019-12-04 00:48:29.163 UTC [4489]
FATAL: no pg_hba.conf entry for
host "172.17.20.49", user "postgres",
database "postgres", SSL on
2019-12-04 00:48:29.165 UTC [4490]
FATAL: no pg_hba.conf entry for
host "172.17.20.49", user "postgres",
database "postgres", SSL off

Bbloepykka 13 nora
Nar/log/bdu/postgres-***.log.
MpurMep HenpaBUbHOrO
nogkntodeHma Kk Y. Ecnm
NoaKtoYaTbecs K NpaBUbHOMY
nopTy, TO NOAKtoUYeHWs ByayT

npoxoamntb Yepes 127.0.0.1

[opT NOOKMOYEHUA CO CTOPOHbI
KIMeHTa fo/mKeH 6blTb YKa3aH
AIBHO —TOT, YTO YKa3aH B
REGISTRY (06bluHO 15432)

2019-12-04 00:48:48.674 UTC [4507]
FATAL: password authentication
failed for user "post-gres"
2019-12-04 00:48:48.674 UTC [4507]
DETAIL: Password does not match

for user "postgres". Connection

Bbloepykka 13 nora
Nar/log/bdu/postgres-***.log.
MpunMep He-MPaBUNbHOro

nogknroydeHma Kk by

HeBepHO yKasaH naposb npu

NOOKNOYEHNIN, UCMPaBUTb
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matched pg_hba.conf line 86:
"hostssl all all 127.0.0.1/32 md5"
2019-12-04 00:48:48.677 UTC [4508]
FATAL: no pg_hba.conf entry for
host "127.0.0.1", user "postgres",

database "postgres", SSL on
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