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1. BBepoeHume

B OaHHOM nNMporpaMMHOM [OOKYMEHTe TMpMBEOEHO OfnucaHne TMnpuMeHeHMna
nporpamMmbl  «llogcmcteMa npefoTBpalleHMs HECAaHKLUMOHMPOBAHHOIO O0CTyrna K
NMHVMAM  CBA3W», NpegHasHa4dyeHHOMW ONng  yrnpaBleHMa MpoueccoM  reHepaumm
Cny4YyamHbIX  OUMTOBLIX  MocnepoBatenbHoctem B CKK,  @QYyHKUMOHMpPYKOLWMX B
pacnpenenéHHon nHopacTpykType MIPLL B 04HOKaHaNbHOM peXkrMe paboTbl.

B OaHHOM nporpaMMHOM [OOKyMeHTe, B pa3fene «HasHadeHune nporpamMmbl»
yKasaHbl CBedeHUs O Ha3Ha4YeHMM MnporpamMmbl M MHOOPMaUMS, OOCTAaToOYHada aOns
MOHMMAHMA QYHKUMIM NPOrpamMMbl M ee aKCAyaTaumm.

B pasgene «YcnoBusa BbINOMHEHUA MPOrpaMMbl» YKasaHbl YCNOBUSA, HeobxogmnMmble
0119 BbIMOMHEHMAa nporpamMmbl (MMHMMabHbIM COCTaB anmnapaTHbIX M MpPOrpaMMHbIX
cpencTB M T.M.).

B OaHHOM nporpaMMHOM [OOKYMeHTe, B pa3sfene «BbimofiHeHWMe nporpaMmbl»
yKa3aHa MocnenoBaTeNlbHOCTb OENCTBUIM  onepaTopa, obecnedmBatolmMX 3arpysky,
3anyckK, BbIMOIHEHME W 3aBepLUeHMEe MpPOorpaMMbl, MPUBEOEHO onmcaHne QyHKUUN,
dopmMaTa M BO3MOXHbIX BapWMAHTOB KOMaHA, C [MOMOLLbID KOTOPbIX oOnepaTop
OCYLLECTBIAET 3arpy3Ky W yrpaBfgeT BbIMONHEHWMEM MPOrpaMMbl, a TaKXe OTBEThHI
NporpaMMbl Ha 3TW KOMaHAbI.

B paspene «CoobuleHma onepatopy» MNpuvBedeHbl TeKCTbl  coobLuleHnn,
BblJaBaeMblX B XOO€ BbINOHEHUA MPOrpPaMMbl, OrMMCaHUe UX coOdep)aHusa U
COOTBETCTBYlOLLME [OENCTBMA ornepatopa (OencTBma onepaTop B ciydae cboq,

BO3MOXHOCTW MOBTOPHOIO 3alyCcKa rnporpamMmsbl 1 T.I'I.).

2. Ha3HaveHume nporpamMmbl

2.1. OyHKLUMOHaNbHOE Ha3HaYeHMe NporpaMmeobil.

Mporpamma «lloacrcreMa NpeaoTBPaLLEeHUA HeCaHKLUMOHMPOBAHHOIO AOCTyMa K
NMHUAM CBA3W» MpefHa3HadyeHa Ona ynpaBfeHua rnpoueccoM reHepaumm CrnydYamHbixX
6uTOBbIX nocnepoBaTenbHocTe B CKK, OYHKUMOHMPYKOLWMX B pacnpenenéHHom

MHPpacTpykType MIPLL B OOHOKaHa/lbHOM pexXmme paboTbl, KOHPUIYPUPOBaAHMA
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napameTpoB CKK u1 obecnedyeHns MX OOHOBPEMEHHOro OYHKUMOHUMPOBaAHUS ONA

peanusaunm MHOMoKaHabHOro pexxmma paboTtbl B BOJIC  nHTerpaumm c CHY.

2.2. 2DKcnnyaTtauMoHHOe Ha3zHavyeHne nporpamMmsbl

MNporpamma «llogcmcrteMa NpenoTBpaLLeHNs HECaHKLUMOHMPOBaHHOIMO OOCTyMNa K
JIMHUAM CBA3U» NpefHasHadvyeHa onsa:
e BbigBneHuna HCL, K KBAHTOBOMY KaHarsy;
o YCTaHOBKMW, KOHTPOMAS W HACTPOMKKM MapaMeTpoOB KBAHTOBbLIX KaHaNoB AO/4
npegotBpaweHmna HCL;
o YnpaBneHus rnpoLueccom reHepauymm Cny4YamHbIx OUTOBbIX
nocnegoBaTenbHocTen B CKK;

e B3ammopewncTteuma c MNCY.

2.3. CocTaB QyHKLUNI

NMporpamma «llogcmcreMa NpenoTBpaLLeHNs HECAaHKLUMOHMPOBaHHOIMO OOCTyMNa K
NMHUAM CBA3M» BbINOMHAET cnenytouime GyHKLUMN:

o [lpepoTtBpaweHne HCL K KBaHTOBbIM KaHamnam cBaA3n mexay UOL B cocTaBe
MIPL, nyTeM KOHTpONAa NapaMeTpoB KBAaHTOBOIo KaHana: ypoBHA OLWKMOOK npu
nepenade KBaHTOBbIX OUT (QBER) Ha 6OKOBbIX YacToTax;

e DopMUpPOBaHME ClydamHbIX OUTOBbLIX MOC/egoBaTe/lbHOCTEM Ha OCHOBe
MapaMeTpoB KBAHTOBOro kKaHana (BOJIC mnm nasepHoOro) ong KogupoBaHUa u
AeKoOMPOBaHMA OaHHbIX MpU obMeHe aaHHbIMU Mexxay LIOL, B cocTaBe MITPL;

e [lporpamMmHoOe ynpaBneHune He 6Gonee 4yeM 10 cnekTpanbHO YMTOTHEHHbIMU

KBaHTOBbIMW KaHanamMu B BOJIC.

3. YcnoBuga BblIMOSTHEHUA MPOTrpaMMbl

3.1. MUMHMMaNbHbIN COCTaB anmnapaTHbIX CPeacTB
MUHMMaNbHbIN COCTaB MCMOMb3YyEMbIX TEXHMYECKMX (anmnapaTHbIX) CPenCTB:
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NHTerpmpoBaHHblie B Moay/in CKK IBM-coBMeCTUMble MepCoHalbHble KOMMbIOTEPbI
(M3BM) ¢ gByagepHbIM MPOLECCOPOM C TAaKTOBOM YacCTOTOM He Hmke 2.4 [Ty wu

ornepaTMBHOM NaMaTbio He MeHee 8 6.

3.2. MMHMUMaSbHbIN COCTaB MPOrpPaMMHbIX CpeacTB

CUCTEMHble MpOorpaMMHble CpPeacTBa, MCrofb3yeMble mnporpammont «lporpamMmma
YMPaBneHNs CUCTEMOIM KBAaHTOBOWM KOMMYHMKALMM Ha BOKOBbIX HaCTOTaxX»:
MporpaMMHoe obecredeHmne npeaHasHadyeHo [ONa 3Kchayataumm B cpede

onepaumoHHomn cructeMbl Scientific Linux mnu HayJTMHyKC Bepcum He Huxke 7.2.

3.3. TpeboBaHMA K MepcoHany (Monb3oBaTento)

MUHMMaNbHOE KOMMYEeCTBO MNepcoHana, Tpebyemoro anga paboTbl MporpamMmbi,
OOMMKHO COCTaBMATb He MeHee 1 WTaTHOM eduMHuMubl. OnepaTop Oo/mkeH obnagaTb
HaBblkaMK PaboTbl C KOHCO/bIO OMEPaLMOHHbIX CUCTEM ceMelcTBa Linux, UMeTb
HEeOoBXOAMMYIO TeXHUYECKYD KBanvMdUKaLMio B 06MaCT KBAHTOBbIX KOMMYHUKaLMNA,

N3YHUNTb NMpaBK1a TEXHUNKN 6e30MacHOCTU U JaHHoe PYKOBOOCTBO.

4.  BblnonHeHWe nporpamMmsbl

4.1, 3arpyska 1 3anycK nporpamMmsbl

Mepepn 3anyckoM MO CKK TpebyeTca NpoBecTM npoueaypy NPOLMBKM NTOrMYEeCcKomn
nnatbl Evaluation Board. [1na BbinonHeHWs AaHHOW Npolenypbl TpebyeTca nepenTn Ha
MK Bo6 B pabounit KaTanor, BbIMOAHMB KoMaHOy «cd UPythonFiles/EVO_set», u
3anyCTUTb NPOLLEeCC MPOLLMBKMK, BbIMOMHMB KOMaHObl «<sudo python3.4 PyEVO_Set.py [O]»
n «sudo python3.4 PyEVO_Set.py [1]»

[nqa 3anycKa nporpamMmbl HEOOGXOAMMO NepPenTU B paboumni katanor Ha MK Anvca v
MK Bob6. [JaHHasa onepauma Mo yMOM4YaHMIO BbIMONHAETCA MyTEM BBOAA KOMaHO B
TepMuHane «cd ~/gc_local/gkd_ssb/alice» Ha MK Anvca u «cd ~/qgc_local/gkd_ssb/bob» Ha
MK Bo6.
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3anyck MO CKK ocylecTBAgeTcs BbiMoNHeHMeM KoMaHabl «./run.sh» Ha MK Anucel
n MK Bo6.

B cnyyae ycnewHoro 3anycka NporpamMmbl Ha 3KpaH BbIBOOATCA COOOLLIEHUSA C
OAHHbIMU, BUO M coAep)XaHMe KOTopbix Bonee mogpo6bHO onmcaHbl B nNyHkTe 3.31. B
cnyyae BO3HWMKHOBEHUM OWMOOK Ha 3Tane 3arnycka B TepMMHane BblIBOOATCH

COOTBETCTBYOLLME COOOLLEHMA, BUO U COOEPYKAHME KOTOPbIX ONMMCaHbl B MyHKTe 3.3.2.

4.2. BblnonHeHWe NporpamMmsbl

4.2.1 BbiBO, CTaTyCa BbIMOMHEHWMA MNPOrpamMmbl

|_|pl/l ycnewHoM 3alfycke nporpamMmbl Ha4YMHaeTCd rnpouegypa reHepaumm
mtoroebix CbIll B aBTOMaTM4eCKOM pexmme 1 BblBOOa COOTBETCTBYHOLLNX COO6LL|,eHl/Il7|,

BMO KOTOPbIX OE€TallbHO pacCMOTPEH B M. 3.3.1.

422 Bbibop pexkmmMa paboTbl M ceTeBOro agpeca

Mnosiydartesid

Bbibop pexmmMa paboTbl M CeTeBbiX afpecoB MPOM3BOAUTCA MNepen 3arnyCkoMm
nporpaMmbl  MNyTEM pefakTupoBaHua damnna «config.cfg», KoTopbIM HaxoOuTCca B
paboueM KaTanore Nporpammboil.

3HadeHue «true» NapameTpa «isAlice» cooTBeTCcTBYET paboTe MK B pexxmme «Anmcar
(oTnpaBuTensb), ANA Bbibopa pexkmma paboTbl «bob» (monydaTtenb) TpebyeTca yCTaHOBUTb
3Ha4YyeHMe gaHHOro NapameTpa «falsexr.

CeteBon agpec m nopt WAN TK Bob6 ykasblBaloTCca MyTEM peOaKTMpOBaHUSA
napamMeTpoB «host_IP» 1 «port» COOTBETCTBEHHO.

Ona nepepadn creHepupoBaHHbIX mTOroebix CBIl mo ceTeBoMy agpecy [OM4
OanbHEeWLWero Mcnonb3oBaHMAa MpPU KOOUMPOBAHUKM UKW OEeKoOAMPOBaHWKM TpebyeTcsa
BbICTaBUTb 3HadveHWe «true» ONna napameTpa «cURL» M yKazaTb ceTeBoW agpec ansd
napameTpa «cURL_target». B mHoM cnydae B [CY CBI noctynateb He ©6yayT. [o
YMOMYaHMIO OHWM TaKyKe He ByayT COXPAaHATbCA B MaMATU, U MPU KaXXO0M nocnenytoLlem

CTapTe npolenypbl reHepaumm dynet dopmMmpoBaTbes HoBas CBI.
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4.2.3 KoHTponb ypoBHAa QBER 1 ckopocTu
dopmmpoBaHmsa CBIl

KoHTponb ypoBHa QBER wn ckopoctn dopmmpoBaHma CBIT npoucxoguT B
aBTOMATMYECKOM peXXMMe Mocsie 3anycka nporpamMmbl C MocfenytowmM BbiIBOLOM

coobleHnin, dopMaT KOTOPbIX PAaCCMOTPEH B MyHKTe 3.3.3 HacTOALLEro JoKyMeHTa.

4.3. CoobLleHnsa onepaTtopy

4.3.1 CooblLleHmne co cTaTycoM reHepaLumnm ntorosom CbBI

Mpwn ycnewHow reHepaumn wutoroson CBIN npoucxoouT BbIBOOA cCoobLIEeHUA
cnepytroulero ¢popmara:

«curl -X POST http.//{cURL_target}.8080/qkey/{ovs}/{sla} -d {data}»

roe cURL_target — agpec lMNMpKT, ovs — HoMmep TMpKT u sla - HoMmep M3BC, data -

HoBaga ntoroesaa CbBI1.

4372 CoobuleHme o0 BO3HMKHOBEHUW OLLMOKM B

rnpouecce 3alyCcka Jin BbllTNOoJIHEHWA MPOoTIrPaMMbl

B cny4ae BO3HUKHOBEHMS OLWMOGKM B nMpoluecce paboTbl UM 3anycKa NporpamMmebl
BblBOOMTCA cooblleHre cnenytouiero popmara:

«curl: (X) Failed to connect»

roe X — Ko cooTBeTCTBYoWEen owmbkm cURL.

B cnyyae BO3HMKHOBEHMA OLUMOKM B MpoLiecce 3amycka NporpaMmmbl BMaa:

-could not create server socket! (Address already in use)

BbiNoNHUTL crendylollyto KoMaHay: sleep 120; ./run.sh v nopoo)oaTb 3amnycka

nporpamMMmbl.

CTpaHuua | 6



N
o F cMmAPTC

4.3.3 CoobLieHMre Npu BbIMOMHEHUM NpoLLeaypbl
KOHTpoNa ypoBHA QBER 1 ckopoCTax reHepaynmn,

npoceaHHoM N MTorosown CBIT

B wTaTHOM pexkrnMe paboTbl CTaHOAPTHbLIM BbIBOA MMEET CrieAyoLLY0 CTPYKTYPY:
Config initialization...

cURL_debug = True

OK

Collecting frames.. OK Detected: 4526 Key length after sifting: 2095 QBER =
0.956938% LDPC error correction 514bits were exposed Key length before PrivAmpl.:
2048 Key length after PrivAmpl: 560 (27.3438% of sifted key) QBER of corr-ed key:

0% cURL query: curl --data-ascii
AAEAGB09514155B37CC4B16BCDC75BC7A2B7DCC44003389B5E6DBISF601566CD2B
C94B828C6CEC

http.//localhost:55551/gkey/1 URL http.//127.0.0.1:55554 RESULT:OK

CocTaB MHPOPMaLMOHHOIO COOBLLEHUS:

e Collecting frames... OK — c1MrHan nony4eHmsa kBaHToBbIX 6UT 13 MJTNC CKK;

e Detected: 4526 — KONMYECTBO NOMYYEHHbIX KBAHTOBbIX 61T 13 MJTNC CKK;

e Key length after sifting — konuuyecTBo 6UT B NpoceaHHom CBIT;

e QBER - pacuéTtHoe 3HadeHMe KoaddULMeHTa olwmbok B npoceaHHow CBIT,
ncrofiblyemoe onisa kontponda HCL;

e LDPC error correction, 514bits were exposed — cooblleHUa o cpabaTbiBaHUM
anropuTMa mcnpaseHna oLLMOOK CO CTaTUCTUYECKOM MHOPMaLMeN;

¢ Key length before PrivAmpl — konnyectBo 6UT B NnpocesaHHown CBIN ¢ HyneBbiM
OCTaTKOM OT peneHua Ha 1024 (HeobxoouMo [AOna  paboTbl anroputMa
XelwmnpoBaHMA);

e Key length after PrivAmpl- konuyectBo 6ut B wuToroBom CBIl nocne
MCnpaBeHUsa OLNOOK M XeLMPOBaHUS;

e QBER of corred key - koaddMUMEHT OLLUMOBOK Nocne XeLnpoBaHus;

e [lanee cnepyeT nHdopMauUmnsa o nepegade ntoroeom CbIM B MNCY.

B TectoBOM pexkmme nporpaMmmHom asmynaumm CKK nocne ctpok «Collecting

frames... OK» cnegyeT coobuieHune «Test regime» 1 cpa3y 3a HUM cnenyeT BbiBoa curl).
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B cnyyae obHapy»keHmna HCL, (Nnpu npeBbileHnM pacyéTHoro aHadeHmna QBER Hag
npenenbHbIM 3HaYeHMeM, 3adaHHbIM B KOHbUrypaunmoHHoM damne MHCOJIC B none
MaxQBER, no ymon4yaHuto 6,5%) BbIBOOMUTCA coobLLIEHMe crieaytoLllero BMaa:

Collecting frames.. OK Detected: 5932 Key length after sifting: 2916 QBER =

15.1203% DROP KEY

B aToM cnydae HabntogatoTca BbiBOoA MHPOPMaUMOHHOIro coobuleHna «DROP KEY»
B KOHLE Tabnunupbl.

TakXke NpenycMoTpPeEH BbiBOA MHPOPMALMK O BHELUTATHOM peXkmnme paboTbl, Korga
MHCOJ1IC He nony4daeT oT CKK 3HadyeHue mnaeHTUdMKaTopa YCTaHOBKM COeOUHEHUS
Mexxay Yy3flaMM Mo OTKPbITOMY KaHany. B 2ToM cnydyae Ha 2KpaH BbIBOOUTCSH
MHPOPMaLMOHHOE cooblieHmne «Config initialization... OK Registering
calibration_handler... OK» wn reHepauua CbBIl ocTaHaBNMBaeTCs OO YCTPaHEeHUS
HEeMCrpaBHOCTW.

Mpw 3anycke nporpamMmMmbl, B cinydae BbiBoga MHbopMaumm QBER = 0%, BbIMOAHUTb
3aBeplleHne paboTbl MporpaMMbl B COOTBETCTBMM C M. 3.4 OAHHOINO PyKOBOACTBA, U B
TedyeHMn 1 MUH BbIMOMHUTL MOBTOPHYO Mpouenypy 3anycka. [Npy NoBTOPHOM BbiBOAE

OaHHOW l/IHd)OpMaLLl/Il/I, npoao/HKaTh Nnepe3artyCcKk rnporpamMmbl.

4.4. 3aBeplueHme paboTbl MPOorpamMMbl

3aBep|_ueHl/|e nporpaMmbl MpPomn3BoanNTCHd CTaHOAPTHbIMW CpeOCTBaMM Linux. ana
OCTaHOBKW BbINMOJTHEHWNA MPOrpaMMbl Tpe6yech Ha>XaTb KOM6I/IHaLLl/HO KnaBumL «Ctrl+D»

B aKTMBHOM TepMuMHane Ha MK Anuca n MK bo6.
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