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1.  Obwme cBegeHuda

1.1. Ob6o3HavYeHne M HaMMeHOoBaHMe NPorpamMmmsbl

Mporpamma «lNporpaMMHble CpefcTBa yNpaBfieHWa KaHanmaMu CBA3M (Mepegaudn
OaHHbIX) Mexxay KoMnoHeHTamu MIPL (MCY)» nmeeT cnepytolume aTpubyThl:

e HaummeHoBaHMe ncronHaemoro damna - rest_forward.py;

e Pa3Mep ncrnonHaemoro damna - 22237 6alnT;

e Bepcwuga ¢panna - 5.1;

o Bepcua npopgykra - 5.1;

e BHyTpeHHee nmg - rest_forward,

e lcxooHoe nmda damna - rest_forward.py;

e HasBaHuMe NpoaykKra - rest_forward;

e OnucaHune Bepcumn pamna - Module for Controller Release.

1.2. lNporpaMMHoe obecrnevyeHne, Heobxoomnmoe a4

PYHKLMNOHMPOBAHMA NMPOrpaMmbl

CuncTeMHble NporpaMMHble CPeaCcTBa, UCMOoNb3yeMble nporpammon MCy:
¢ OC NaulLinux 7.4,

o SDN koHTponnep RYU 4.15;

¢ SDN komMmyTaTop Open vSwitch 2.8.2 c mogaep»xkom OpenFlow 1.3;
OpenSSL 1.0.2k.

1.3. H3blkK npPorpaMMmMpoBaHMd, Ha KOTOPbIX HalrtmMcaHa

nporpamMmma

McxooHbIM A3bIKOM OaHHOM pa3paboTku aBnaetca Python. Cpena pa3paboTku —

TEKCTOBbIN pefaKTop Vi, MHTepnpeTaTop 1 cpeaa BbiNoNHeHns — Python 2.7.

CTpaHunua | 2
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2. (DyHKLI,l/IOHaJ'IbHOG Ha3Ha4YeHne

2.1. Knaccobl pelltaeMblix 3agad

NCY npegHasHadyeH onga obecnedyeHmMsa 3alUUTbl BUPTYyasrbHbIX NMHUI Nepenaydn
OaHHbix (M3BC) M co3gaHuMa  BUMPTyasnbHbIX KaHanoB oOOMeHa [OaHHbIMU - Mexay
KoMnoHeHTaMu MIPLL B cOOTBETCTBMKM C TpeboBaHUAMK MO KauyecTBY OOCMY>KMBAHUSA
(TKO).

B cootBetctBMM c TKO TICY dopMMpyeT Tabnuubl MapLlUpyTU3aLUMK CEeTEBbIX
makeToB M no npotokony OpenFlow Bepcum 1.3 nocbinaeT KoMaHObl yrnpaBrieHusa
annapaTHbIM ceTeBbiM KoMMyTaTopaM [MKC gna co3gaHua BUMPTyasbHbIX KaHanoB
nepepayu gaHHbix mexxgy LOL MITPLL.

Co3fgaHue BapUMAHTOB U M3MEHEHWe TOMosorMm  BUPTYyalibHbIX  KaHanoB
OOCTMraeTcsa 3a cyeT nporpamMmHoro moayna lNMpKt MNMKC, mossongaiouwlero nepekxsitoydaTtb
KaHanbl B COOTBETCTBMM C TKO B AMHAMUUECKOM peXxmMme,

M3BC npenoctaBngaeT nHTepdenc 1 KogmpyeT OaHHble, NOCTynatolmMe Ha JaHHbIN
MHTEpPPENC C UENbld UX OanbHEMWeEN MepechbiikKM U OeKOOAUPOBaHUSA, OpraHm3ys

coeinHeHMe ypoBHA L2 ceTteBo mogenu OSI.

2.2. HasHayveHMe nporpamMmbl
OcCHOBHOE Ha3HadyeHue nporpammbl «MCY» obecnedyeHme 3allMTbl BUPTYyalbHbIX

NVHUIM Nepefaym gaHHbiXx (M3BC) 1 co3gaHna BUPTYarbHbIX KaHanoB obMeHa OaHHbIMU

Mexay KoMnoHeHTamuy MIPLL

2.3. CBegeHMa o PyHKLMOHANbHbIX OrpaHNYeHMAax Ha

npmMeHeHme

MporpamMma «INCY» He MMeeT orpaHNYeHn Ha NpPpUMeHeHMe.
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3. OnucaHue Norm4yeckom CTpyKTypbl

dyHKUMOHanbHaga cxemMa MNCY npeactaBneH Ha pucyHke 3.1. Ha cxeMme oTobpa)keHbl

ormyeckme afieMeHTbl Moayd N BapMaHTbI B3aMMOOENCTBUS MeXxay HMMN.

ncy REST API
M3BC
« r o
MpkT
Mo ayne
MporpammHel i KOMpoBanns
MOOy Mk =
A A
OpenFlow
L < - |
REST AP J( HaHHble
h 4 Y

BHELHAS MKC-komMmy TaTOop

Obopy ooeaHne
noacucTema

PucyHok 1. ®yHKUMOHanbHasa cxema MNCcy

Moagynb rest_forward.py no3songer [ICY oOCylWecTBNATb MepeHanpaBieHne
MOTOKOB [OaHHbIX Mexay KIMEeHTOM U  pas3fMYHbiIMKM cepBepamMm 6e3 BHeceHud
M3MEeHeHMAa B KOHOUIYypaUMIo KNMeHTa. NepeHanpaBneHMe oCyLLEeCcTBNIETCH Ha YPOBHE
L2 mogenun OS| ¢ BO3MOXXHOCTbIO yKa3zaHma VLAN.

3anpocbl Mexay MCY u KCYB ocyulectsnatotca no npotokony HTTP/HTTPS no
cneundmkaumm RESTful API. CornacHo 3anpocy, REST APl Mogynb MOXeT NpomM3BOAUTb
cnenyrouime 0encTBusa: BOCCTaHOBMEHME MPEXHUX CBA3eM, CBA3b Mexay noacetamm ¢
ydyeToM VLAN, nepeknoyeHmne mMexay KaHanamMy B COOTBETCTBMKM C TpeboBaHUAMKM MO
KadecTBy obcny>kmBaHma (TKO), ¢ y4eToM OaHHbIX O COCTOAHMM CETEBbIX KOMMYTAaTOPOB
MK 1M KBAaHTOBbIX M HE KBAHTOBbIX KaHaNlOB. [lepekntoveHne OCYyLLEeCTBAETCH Mexay
KaHanamMu c koonpoBaHueM n 6e3 koampoaHua. MpKT MKC dopmmpyeT 3anpoc kK M3BC
ONa KoaAunpoBaHUA KaHana. CHopMUPOBaHHbIE KOMaHAbl yMpaBAeHMa MCMONHAOTCA

MpKT MKC 1 oTobparkaeTca pe3ynbTaT BbIMOMHEHWA 3TUX KOMaH.
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3.1. Vcnonb3lyeMble MeToabl

B peanv3oBaHHOM anropmMTMe BbINOAHAETCA Mpeobpa3oBaHMe MOCTyMatoLLMX
OaHHbIX dopmaTa JSON B MpaBuMia CeTeBOro KommyTtaTopa npotokonia OpenFlow. Mpwu
3TOM MCMOMb3YOTCA METOAbI MOMCKa MHPOPMaLMKM O COCTOAHMUN CUCTEMbI U MMEIOLLIMXCS
CYLLHOCTAX C LeNbko BbIABAEHUS MNPUHAONEXHOCTU KOHOUIYPUMPYEMbIX B 3amnpocax
06bEeKTOB 3anyLeHHOMY MHCTaHcy MCY 1 knaccndbukaumm nNpUxogaLimx 3anpocoB rno
MpPWM3HaKaM TUMNa CBA3bIBAaEMbIX YCNYTr U MPUHAONEXHOCTU €ro K TOMY UM MHOMY MopTy

KOMMYyTaTopa.

3.2. CTpyKTypa nporpaMmbl C onnmcaHmem yHKLNK

COCTaBHbIX YaCTEW 1 CBA3U Mexay HMMU

B cocTas lNCY BxogaTt cnefytouime nogcucreMol:

e [lporpaMMHbIM Moaynb obecnedyeHmsa 3alnTbl BUPTYanbHbIX NTMHUK Nepenadym
OaHHbIX (M3BC);

e [lporpaMMHbIN KOHTponnep - [MpKT nporpaMMHO-KOHPUIYPUPYEMOM CETU
(MKCQ).

M3BC coCTOUT U3 Moaynsa XpaHeHMsa Ktouyen ¢ 0bMeHOM OaHHbIMU MO MPOTOKONY
TCP/IP n Mmoayna cosfaHna MHTepdencos A8 KOOANPOBaHUA U OeKOONPOBaHUA OaHHbIX,
MOCTYNaoLWMX B BUPTYallbHbIVM KaHan nepenadun.

MpKT MKC coctouT M3 6a3oBoM MNNaTOPMbl KOHTPOMNEpa M MPOrpaMMHOro

MOOyd CO30aHUNA BNPOTYalIbHbIX KaHaTOB.

3.2.1.MNporpaMMHbIN MOoayb obecneyeHnsa 3aLmThbl

BMUPTYaNbHbIX IMHUIM Nepenayn gaHHbix (M3BC)

MporpaMMHbIN MoayNb keyworker.c ocyLlecTBASET NPUMEM K/toYen OT reHepaTtopa
Cny4YamHbIX BUTOBbLIX MocnegoBaTeNlbHOCTEN, BblYUCIEHME UX X3LW-CYyMMbl, gobaBneHne
Kntoyen B 6a3y OaHHbIX, OOCTYM K Kto4aMm no 3anpocy Yyepes RESTful APl mo xawy, nnbo
MO 3aMpocy Ha BblOa4vy HOBOIO K/tO4a, UMeET BHYTPEHHME CHETUMKM O0CTYMa K KItoYam

C Le/1bto Bbla4yY aKTyalsibHbIX Ko4en.
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O6MeH gaHHbiIMU Mexkay MpKT MKC 1 moaynem keyworker.c ocyllecTBnaeTcsa no
npotokony HTTP/HTTPS no crneumndukaumm RESTful APl: no wmetomy POST /
BbIMOSIHAETCS 3arpy3ka HOBOIO KJlto4ya.

Moaynb BbIBOOAUT OTM1aA0UYHY0 MHOOPMALMIO B CTaHOAPTHbLIM BbIBOA U MMeeT pan
KOHOUIYPaALMOHHbIX MapaMeTpPOB.

NMporpaMMHbIM MoOyNb ctapudp.C OCyLLeCcTBNdAeT co3gaHune uHTepdencoB O
KOOUPOBaAHUA W OEKOOMPOBAHUA [LaHHbIX, MOCTYNaloWmMX B BUPTYaslbHbIM KaHan
nepenayn. [aHHbIM MOOYNb BbIMOMHAET KOOAMPOBaHME Npuxoasamx Ethernet-gpenmon
B pexmme AES-256-CBC c MCNonb3oBaHWMEM MPOrpaMMHbIX CpeacTB OMbnmnoTexkun
OpenSSL 1 mx nocnegytowyto ynakoBky B UDP-makeTbl € MepecblsiIkon Ha Moayfb
OeKOoOMNPOBaHUS, peanmsya npu 3ToM L2-TyHHenb. Mpu aToM MHbopMaumMa O Kro4dax
moctymaeTr m3 ™Moayna keyworker.c, Ong M™Moayns, BbIMOMHAKOWEro KogupoBaHMe
NPOU3BOAUTCH M3BMeYeHre HOBOro Ktoda 13 moayna keyworker.c no 3anpocy POST /¢
payload “last”. Moagynb, BbIMOAHAOWMN OEKOOAMPOBAHME, BbIYMCASET X3l KAo4Ya U
obpaluaeTcs K keyworker.c anga nonydeHus Krda no xawly ¢ 3anpocom POST / ¢ payload
“keyXaLL".

Takyke, Mooynb ctapudp.c OCyLWLeCcTBASAET CXaTuMe [OaHHbIX C WUCMNOSfIb30BaHWMEM
MporpaMMHbIX  cpeacts  6umbnuotekn  zlib, 1 npegnonaraeT  BO3MOXXHOCTb
3a0eMCTBOBaHMA 2-X KaHANoB nepefadvun gaHHbix ang otnpaskun UDP-nakeTtoB. Moaynum
M3BC ¢ nogobHbiIMM Mpeobpa3oBaHMAMM MaAKETOB MOTyT OblTb MCMOAb30BaHbl A4
nepegayv gaHHbIX NyTeM Oob6aBneHMnsa KaHanoB B Moayb MpKT.

Moaynb BbIBOOAUT OTMaA0UYHYI0 MHOOPMALMIO B CTaHOAPTHbLIM BbIBOA U MMeEeT paa

KOHd)l/I rYPauMoOHHbIX MapaMeTpPOB.

3.2.2. [MporpaMMHbI Moaynb rest_forward.py ona MNpKT
MKC

MporpaMMHbIM MoLyb rest_forward.py ocyllecTBSeT CBA3b MeXay NoaceTamMm C
ydyeToM VLAN, mMepektoyeHmne Mexay KaHalaMu B COOTBETCTBMU C TpeboBaHMAMKM MO
KayecTBy obcny>kmBaHmsa (TKO).

KomMaHobl 1 pgaHHble Mexay [CY m KCYB ocyllecTtBnaroTca Mo MpoToKony
HTTP/HTTPS no cneundukaumum RESTful APl mn nocbinatotca Kk MpKt MNKC gna
OCYLLLeCTBNEHMA cnenyroLmX QyHKLMIA:

e [lo MeTooy GET /activate BOCCTaHaB/IMBaETCH TeKyLLee COCTOAHNME KaHa/10B;

CTpaHuLua | 6
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e Mo MeTony GET /channel/{channel}/{sla} npovcxoauT nepekntoyeHMe KaHana
{channel} Ha TKO {sla};

e [lo mMeToay DELETE /channel/{channel} yoanaetca kanan {channel},

e [lo MeToay POST /channel 3arpy»atoTcs faHHble o kaHane B dopmaTe JSON,;

e Mo MeTomy POST /ovs 3arpy»<atoTcsi KOHPUrypaLmm o CeTeBOM KoMMyTaTope

MKC B popmaTte JISON;

e Mo MeToay POST /host 3arpy»atoTca koHbUrypauma xocta MCY.

MpKT MNKC no metoay POST /gkey/{ovs}/{sla} dopmupyeT 3anpoc kK M3BC rnpu 3ToM
mcnonblyetca MHbopmMauma o ceTeBoM kKommyTaTope MNMKC {ovs} n KaHane ¢ 3agaHHbIM
TKO {sla}.

MpKT MNKC no metoaoy GET /gchannel/{ovs}/{sla} npoucxoaut nepeknoveHmne Bcex
KaHa/ 0B 3a4aHHOro koMmyTaTopa {ovs} Ha TKO {sla}.

CoopMmpoBaHHble KOMaHAbl NepepatoTca oT MNpKT K ceTeBbIM KOMMyTaTopaM [MKC
no npotokony OpenFlow Bepcum 1.3. MNpK 3TOM B KadecTBe KOMaHA BbICTyMatoT B TOM
yumcne Tabnuubl MapLLPYTU3aLMKM CETEBbLIX MAaKETOB.

Co3paHne BapMaHTOB TOMOMOMMM BUPTYallbHbIX KaHaoB NogpasymMeBaeT Hanndme
COBOKYMHOCTM MpaBu, 4To obecrnedymBaeTca MaACCUBOM CTPYKTyp, NepepgaBaeMbliX Mo
mMeTony POST /channel npu aTtoM Tononorud. AnHaMmuyeckoe M3MeHeHue TOMoormim
BO3MOXHO Mo 3anpocy POST /channel nyTeM noarpyskm W3MeEHeHWW B CTPYKTYpy
TONoNIOrnK. MNpn 3TOM BO3MOXXHO MCMOSb30BaHME OBYX HE3aBUMCUMbIX MapannefibHbIxX
KaHasioB NyTeM 3adaHMa BapmaHTa TOMOMOMMKM BUPTYASIbHbIX KaHaNoOB C BKIKOUYEHMEM B
HUX M3BC, CKOHOUINYPUMPOBaAHHbLIX HA MCMOMb30BaHME OABYX KaHanoB nepegadvm gaHHbIX
ana otnpaBk UDP-nakeToB (B KOTOPbIX B CBOK o4yepedb MmepecbiiatoTca Ethernet-
dpenmbl).

MoNMTUKKM  MCNOMb30BaHUA BUPTYallbHbIX KaHaNoOB Mepefaydn  3afdatorca B
BapMaHTax obecnedyeHma TpebyeMoro KayecTBe OOCNYXXMBaHUA MOCPEeaCcTBOM
nepeHanpaBneHna Tpadwmka, NMOO, MYyTEM BbIKIIOUEHMA MPOXOXAEHMA TpaduKa Mo

KaHary.

3.3. CBA3uM nNporpamMmbl C ApyrmMu nporpamMmmMamMm

MpKT TMKC npeaocTtaBndeTr cobow MooybHytO cuUcTeMy Ha 6a3e cBobogHo-
pacrpocTpaHagemMoro TMKC koHTponnepa Ryu. CneunanmsnpoBaHHbIM - MOLY/ b

obecrneymBaeT Tpebyemyto ApYyrMM noacrucTteMam GyHKLMOHANbHOCTb M AOCTyreH yepes
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REST API. 3anpocbl Mexxay MNMCY 1 KCYB ocylecTBaaioTcs no npoTtokony HTTP/HTTPS no
cneundmkaumm RESTful API. CornacHo 3anpocy, REST APl Mogynb MOXeT NpomM3BOAUTb
cnenyrolime 0encTBmUa: BOCCTaHOBMIEHME MPEXHUX CBA3EM, CBA3b Mexay noacetamMum ¢
ydyeToM VLAN, nepeknoyeHmne mMexway KaHanamMy B COOTBETCTBUMM C TpeboBaHUAMKM MO
KauecTBy obcny>kmBaHua (TKO). MepekntoyeHne ocyLLecTBNAeTCa Mexkay KaHanamMuy C
KOOMPOBaHMEM U 6e3 KOoOMpPOBaHUSA, NMOBO C KOMOMHALUMEN pa3IMYHbIX TUMOB

KoOOMNPOBaHWMA.

4.  Vicnonb3yemble TeXHUYeCKMe cpencTBa

B cocTaB Mcnonb3yeMbix TEXHUYECKUX CPEeOCTB BXOAUT:

o BupTtyanbHaa MawmHa 1. He MeHee 1 vCPU, 2GB RAM, 20 GB HDD,;
o BupTtyanbHaa MawmHa 2: He meHee 1 vCPU, 2GB RAM, 20 GB HDD;
e YcCTpomncTBa BBOAA MHDOPMaLUK;

e Hanuume gocTyna K yoaneHHoMy y3ry.

5. Bbi3oB 1 3arpy3ka

3arpyska v 3anyck nporpammsbl «[CY» ocyLLecTBNAeTCS NyTeM 3arycka cepBUCOB
(Mpw cTapTe CUCTEMbI OHU CTaAPTYHOT aBTOMaTUYECKM):

sudo systemct! start psu psu-agent

6. BxogHble paHHbIE

B kauecTBe BxoAHbIX AaHHbIX [MCY uncnonb3ytoTca OaHHble B dopmate IJSON,
noctynatowme no REST API Ha MpKT MKC n cogep»awme MHOOpMaLMID O CETEBOM
OKPYXXeHUN obbeduHAEMbIX MPOEKTOB Mofb3oBaTenen: déusmyeckme mMHTepdEnCh
KoMMyTaTopoB, VLAN cermMeHThbl, MogceTu. TakyKe BXOOHbIMW OAHHbIMKW  GBASETCH
KOHPUIypauma BUPTyanbHOIo KaHana Mexxay obbegmHaeMbiMU MPOoeKTaMM.

dopmMaT BXoaHOM MHPOopMaL My NpuBeaeH B Tabnumuax 6.1 - 6.3.

Tabnuua 6.1. JobaBneHme xocTta MNCY (BbimonHaeTca Npuv pa3BepTbiBaHI)

CTpaHuua | 8
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dopmart 3anpoca OnwucaHwue dopmaTa
{
" Homep LLOO
"address": Apgpec ona goctyna K MNCY ¢ gpyrmx LLOO
"http://172.17.20.41:1001"
}
}

Tabnuua 6.2. [OobaBneHune KoMMyTaTtopa C noggep>kkom OpenFlow 1.3

(BbimonHaeTca npuv pa3BepTbiBaHWN)

dopmaT 3anpoca Onwucanune dopmaTa

{
"3t NoeHTndmkaTop KOMMYyTaTOpPa B
"dpid": B4 NoeHTudmkaTop
"0000Teccbbe0d642", KoMMyTaTopa OpenFlowBxoaHble
"intport": { nopThbl
" NoeHTudmKaTop nopTa
"type": "ceph" KOMMyTaTopaT1n ycnyr,
L2 MNOOKMIOYEHHbIX K MOPTY
{
"type": "vm" NoeHTndmkaTop MopTa
KOMMyTaTopaTun ycnyr,

L

MOOKJ/TIOHEHHbIX K NMOPTY

"outport": {
3"
"sla": "1", BbixogHble MopTbl
"desc":"normal" | MoeHTUdUKaTOp MopTa KOMMyTaTopa
L Bua TKO, obecneymBaeMbix kaHanom M3BC
"4 3a OaHHBbIMMOPTOM
"sla™ "2",
"desc": NoeHTndmkaTop NopTa KOMMYyTATOpPa
‘quantum, Buao TKO, obecrneumBaeMbix kaHanoM M3BC
"mzvst T 3a OaHHBbIMMOPTOM
} NoeHTndmkaTop M3BC, Ha KOTOPbLIN OOMKHbI
b MOCTYMaTbKO4YM
"mzvs": {

ll‘lll:
["http://127.0.0.1:77 Appeca xpaHunnuu knden M3BC

n
1

"http://127.0.0.1:55554"]
}
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Tabnuua 6.3. lobaBneHme BMPTyanbHbIX KaHanoB (BbinonHaeTca KCYB)

dopmaT 3anpoca OnwucaHue dopmaTa

CTtpaHunua | 10
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" NoeHTndukaTop KaHana B b/
"src": { NHdopMaLmsa o nepBoMm
"ovs": 1, Mopyrne KaHana
"type™: NpoeHTuduKaTop KoMMyTaTopa
vm", B B
"vlan™ 12, Twvn ycnyr, KoTopble OOMKHbI ObiTb

"subnet™ "172.16.1.0/24" pocTynHbl VLAN nogceTu, KoTopas

2 OOoMKHa 6bITb AocTynHalloaceTs,
"dst": { KOoTopada O0MyKHa 6biTb AOCTYMHa
"ovs": 2,
"type™: NHdpopMaLma o BTOPOM
"ceph", Mopayre KaHana
"vlan™ 11, NoeHTUPUKaTOp KOMMyTaTopPa

"subnet": "172.16.2.0/24" BB

L Twn ycnyr, KoTopble O0NYHbl 6bITb
"sla": ", pocTynHbl VLAN nogceTu, KoTopas
"active™: "1, OO/MKHa 6bITb AocTynHalloaceTb,
"gos™ 10 KoTopas A0/MKHa 6bITb 4OCTYMHa

TKO ycTaHaBnmMBaeMoro
coeanHeHUs HeobXxoaMMOo N
caenaTb KaHan aKTUBHbIM

OrpaHnYeHme NPOMnycKHOM CMOCOBHOCTU
MB/c

7. BbIxogHble 0aHHbIE

BbIxoOHbIMW OaHHbIMKW ABMAAOTCA OaHHble, NepefdaBaeMble Mo npoTtokony HTTP no
MeTogam GET, DELETE mn POST cornacHo cneundukaumm REST API. B kadecTBe popmaTa
npeacTaBneHMa OaHHbIX Mcnonb3yetca dopmaT JSON. BbixogHble OaHHble copep»KaTt
MHPOPMaLMIO O CTaTycCe BbIMOHEHMS KOMaHObl BMAaa:

{"request": "chan activate", "channel_id": 2, "mode": O}
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