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1.  Obwme cBegeHuda

1.1. Ob6o3HavYeHne 1 HaMMeHOoBaHMe NPorpamMmmsbl

Mporpamma «AHIM» MMeeT cnegytoLlime aTpmnobyThl:

e HammeHoBaHMe ncronHaemoro damna - anp-paneljs;
e PasmMep ncrnonHaemoro damna - 94 2366auT;

e BHyTpeHHee nmg - anp-panel;

e lcxogoHoe nmsa damna - anp-panels;

e OnucaHwme Bepcumn pamna - 3.3.

1.2. TNporpaMMHoe obecrnevyeHune, Heobxoommoe a4

PYHKLMNOHMPOBAHMA NMPOrpaMmbl

CuncTeMHble NporpaMMHble CpeacTBa, MCMOoMNb3yeMble MporpamMmmon AHM:

o OnepaunmoHHaa cucteMa HayJlMHyKc Bepcua 7.2 1 BblWe,

e NodelS v6.9.0 1 HOoBeE;

e Grafana v5.3 1 HoBeg;

e Google Chrome 30 n HoBee mnm Microsoft Internet Explorer 10 u HoBee mnun
Mozilla Firefox 24 v HoBee;

e Hanunuume poctyna Kk BLY v nogcmcteMe MoHUTopuHra KCYB.

1.3. H3blkK nporpaMMmMpoBaHMdd, Ha KOTOPbIX HalrtmMcaHa
nporpaMMa
McxooHbIM a3bIKOM OaHHOM pa3paboTku aBnaetca TypeScript, JavaScript. Cpega

pPa3paboTKM — TEKCTOBbIN PeaaKTop Vi, UHTepnpeTaTop U cpeda BbinonHeHna — NodelS

v6.9.0.
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2. (DyHKLI,l/IOHaJ'IbHOG Ha3Ha4YeHne

2.1. Knaccobl pelltaeMblix 3agad

B KadecTtBe XpaHunuMwa [OaHHbIX MOHUTOPWHIa wucnonbdyetcd b MySQL
nnatdopmbl  Zabbix, AHIT MpepocTtaBnaeT cpencrsa [ona  nogkawdeHusa K- Bl
MOHUTOPMHIA. [Tpn 3TOM NPOMCXOOUT SKOHOMUSA NepedaBaeMoro Tpaduka 1 pecypcoB
CUCTEMbl 3a CYeT 3ampoca BcCel BbIGOPKM 3a yKasaHHbIM OManasoH c TpebyemMom
pa3peluatoLler cnocobHOCTbIO (YMCO 3aMepoB Ha 061acTb rpaduka).

Jlorm MIPL, ™MoryT OblTb OTOBpa)keHbl W3 CUCTEMbl HaKOMNEHUA [OaHHbIX,
rnepeHanpaBigeMbiX MPU MOMOLLM MPOrpaMMbl rsyslog ¢ MallMH, Ka KOTOPbIX 3amnyLLeHbl
areHTbl Moaynen MIrPL,

NHdopmMauma, noctynatoulasa m3 nogcmcreMbl MOHUTOPUHIA, MHTEpNpeTnpyeTcs C
TOUYKM 3PEHUS HaNMuMa MeTadaHHblX, MHOOPMMPYIOLLEN O B3aMMOCBA3AX Mexxay
MOHUTOPUPYEMbIMU CYLLLHOCTAMU. TUMbl METPUK MO3BOMAIOT BU3YaliM3MPOBaTb OTYETHI B
ymcnoBow dopme, B BUAE rpadmkoB 1 amarpamm, Nmbo B BMAOE onoBeLlleHUN. MNpn 3Tom
Nornyeckme BblipaXXeHUa MChonb3ytoTca Ong dunbTpaumm oTtobparkaeMblx OaHHbIX U
MoCcTpoeHMsa WabnoHoB. MogkntodyeHme BHelHUX 6a3 OaHHbIX OCYLLEeCTBAAEeTCAa MnyTeM

,D,O6aBﬂeHl/I¢I MCTOYHWKOB JaHHbIX B NaHenu Grafana.

2.2. HasHayveHMe nporpamMmbl
OCHOBHOE Ha3HadeHMe nporpamMmbl «AHIM» BbIGOP AaHHbIX M3 BOY MIPL, n noros

MIPL, gna aHanm3a MHTEHCUMBHOCTU MUCTMOMb30BaHMA KOMMOHeHTOB MITPL, ¢ uensto mx

Fpad)VIquKOFO npencrtaB/ieHNd NMos1b30BaTe/ 10 B BOEe OTHETOB.

2.3. CBegeHma o PyHKLMOHANbHbIX OrpaHNYeHMAax Ha

npmMeHeHme

MporpamMma «AHI» He MMeeT OrpaHNYeH Ha MPUMEHeHMe.
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3. OnucaHue Norm4yeckom CTpyKTypbl

3.1. Anroputm

dyHKUMOHaNbHaa cxema AHI NpenctaBneH Ha pucyHke 1. Ha cxeme oTobpakeHbl

ornmyeckKme afieMeHTbl MOaOYJ 4.

KnneHT
AHTI1 (bpay3zep)

REST API

AHTI

REST API REST API
51 MIPL Norn MIPL

nogcucreMa MOHUTOPWHIa

PurcyHok 1. ®yHKUMOHaNbHasa cxema AHI
B3ammopewncteme ¢ b MIPL, nogcucteMbl MOHUTOpPUHIA W noramm MIPL,
npomsBoautca depe3z REST APl TlMonb3oBaTtenb AHI  (kAMeHT) npousBoauT

B3amMoaemncTBme c moptasnomM AHI yepes 6pay3ep.

3.2. Vlcnonb3yeMble MeToabl

B xoae pa3paboTKu BbIMOMHAETCS:
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OnpeneneHne nepedHa  GyHKUMK, KOTOpble  OO/MKEH  Moaaep>xuBaTb
KOHKPEeTHbIV Moay/b;

OnpeneneHe nepedyHsa M coCTaBa BXOOHbIX M BbIXOOHbIX AaHHbIX;
MpoeKTUpOoBaHMeE anropmUTMa PaboTbl GYHKLMI;

MpoeKTUpOBaHMeE 3KPaHHbIX POPM MHTepderca ANa BbiNonHAEMbIX GYHKLNY;
KogupoBaHMe anroputMa paboTbl, 3KpaHHbIX $OPM, MACCUBOB OaHHbIX Ha
A3blkax MporpaMMmMpoBaHng;

TecTUpoOBaHMeE 1 OTMaAKa KOMIMOHEHTa;

,ELOKyMeHTl/I poBaHWMeE B COOTBETCTBMUN C TEXHNHYECKNMIU Tpe6OBaHM¢IMM.

3.3. CTpyKTypa nporpaMmbl C onmcaHmem yHKLNKN

COCTaBHbIX YaCTEW 1 CBA3U Mexay HMMU

MporpamMma AHIT BbiMofiHEHa B BUOE CEPBEPHOMo MPUIOXKEHUA C BO3MOXXHOCTbIO

noctyna depes HTTP/HTTPS 13 6pay3epa.

MporpamMmMa COCTOUT M3 Habopa WabnoHoB, AaHHble ANA KOTOPbIX MOCTYMaloT U3

nogcncrteMbl MOHUTOPKWMHIA. LLla6noHbl BKtOYAOT B cebg:

LWWa6bnoH SERVICES_NEW oTob6paykaeT obulyo mHbDopMaLMilo MO COCTOAHUIO
LLOL, (obopynoBaHMe 1 areHTbl, a TakXKe MHPOopMaLMa No OOCTYMHbIM pecypcam)
M MO3BONAET MEPEenTM NO HaxXKaTUIO K WabnoHy ¢ ageTanbHow MHbopMaumen,
LLIabnoH Servers OOCTyMeH MO Ha)XaTUO Ha UMSA cepBepa Ha MaHenu wabnoHa
SERVICES_NEW. OTo6paykaeT MHbopMaLmIo;

LWWa6bnoH BDU VALUES gocTyrneH Mo HaxkaTuto Ha KHonky «bBO» Ha naHenu
wabnoHa SERVICES_NEW. OTobpakaeT MHPopMaLMto, coxpaHeHHyto B BBO
(NapaMeTpbl 06BEKTOB, MX CTaTyC YMC/10 aKTUBHbIX OOBbEKTOB B 06M1aKe), a TakXKe
MHPopMaL Mo Mo co3gaHHbIM BX;

WabnoH VMs gocTyrmeH Mo HaXaTUko Ha KHoMKy «VMs» Ha maHenu wabnoHa
SERVICES_NEW. OTtobpaxaeT MHPoOpMaLMIo O CO3AaHHbIX MOMb30BaTENbCKUX
BM Ha cepBepax LLO n nx ceTeByO aKTUBHOCTb;

LWWabnoH Knactepa BXO pocTymeH Mo HakaTuio kKHomkm CEPH Ha nadHenwu
lwabnoHa SERVICES_NEW. [daHHbIM WabnoH oTobpaxkaeT UHPopMauumio no
MoBO4Y COCTOSHMA KMacTepa XpaHuauuwia [OaHHbIX WM O  OOCTYMHbIX K

MNCIOJ1Ib30BaHMIO pecypcaX;
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LLlabnoH RabbitMQ gocTtyneH no Ha)kaTuto KHoMKK Rabbit Ha naHenu wabnoHa
SERVICES_NEW. LaHHbIM LabnoH oTobparXkaeT MHPopMaL Mo rno
3arpy»XeHHoCTn odyepeamn coobuieHmin IO, Ymcno HempoYmMTaHHbIX COOBLLEHMNI
B ouepensax M 4acToTy o6MeHa C areHTamu,

LLlabnoH Zabbix Server oTobpa<aeT MHPOPMALMIO MO COCTOAHWUIO cepBepa
Zabbix areHTa MOHUTOPWHIra. JOCTyNeH Mo HaXaTUo KHOMKK Zabbix;

LLlabnoH Pecypcbl OOCTyMNeH Mo Ha)aTU KHOMKKM Pecypcbl Ha NaHenu wabnoHa
Services New. B gaHHOM LiabnoHe oTobpa)kaeTca MpoueHT cBO6oAHOro MecTa
Ha cepBepax LUOL, JocTynHbiM 06béM xpaHmnmia LIOLO 1 oueHKa OOCTYMHbIX K
CO34aHMI0 NOMTb30BATENbCKMX KNACTEPOB XPaHMIMNLL;

LLlabnoH PSU oTob6paykaeT MHPopMaLmMio 0 co3daHHbiX B NMCY KaHanax u ducne
MPOXOOALLMX MO KaHaiaM NaKeTos;

LLlabnoH FE oTobparkaeT MHPOPMALMIO MO COCTOAHMIO OOCTyMNa K XpaHUIULWaAM
obbekTHOro mn dannoBoro TUMMNa, a Takke K BM: pocTtymHoCTb W 4umcno
nepenaHHbIX JaHHbIX;

LLla6noH JTorn MI'PLL, oTo6pa)kaeT Norv 3a BbiIbpaHHbIN Nepunon BpeMeHMN.

AHI peanusyeT cregyowmii GyHKLMOHAT:

Bbibop gaHHbix 13 BOY MIPL, n noros MIPL, gna aHanuM3a MHTEHCUMBHOCTU
MCMoNb30BaHWNA KOMMNoHeHTOB MITPLI;

NHTepnpeTauna NOrMYeckmx BblpayKeHU Onga oTbopa gaHHbiXx M3 BOY, noros
MIPLU, 13 BHeLWHWX 6a3 JaHHbIX;

Co3paHue, pedakKTUpoBaHME U Bbibop WabMoHOB A9 reHepaumm OTYETOB C
pe3y/bTaTaMM aHalin3a OaHHbIX;

FeHepauma U BM3yanmM3auma OoTYETOB B OKHe Gpay3epa Ha OCHOBE pe3y/1bTaToB
aHanm3a gaHHbIX M3 BbIOPaHHbIX MCTOYHWKOB;

leHepauma OT4YETA B MaKeTHOM (POHOBOM) pPEeXXMMe C BbIBOAOM WHAMKALNMK

CTaann reHepaumm OTYéTa.

3.4. CBA3UM NporpaMmbl C ApyrmMu nporpamMmmMamMm

B3aumMopgencrteme ¢ BLOY noacucteMbl MOHUTOpUHra MIPLL n cmucteMom foros

MIPL, ocyuwecTtengaetca vepes REST APL.
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4.

Ncnon b3yeMble TEXHNYECKNME CPpedCTBa

B cocTtaB mncnon b3yeMbIX TEXHNYECKNX CpeCTB BXOOUNT:

5.

KoMnbloTep ¢ napamMeTpamu,

Mpoueccop He MeHee 1.2 Ty, (Intel);

Yumcno goep npolueccopa He MeHee 2;

LocTynHaa onepaTtmBHaa NaMaTb He MeHee 4 [B;

LocTtynHaa gnckoBaa naMaTtb He MeHee 10 T'h;

MoHUTOP (OMChNen) C nmapaMeTpaMm He Xy)Xe: pa3Mep 3KpaHa 19", yacToTa
pereHepaunm n3obparkeHUa He MeHee 60 U, pa3pelleHMe KpaHa He MeHee
1600x1024 — 1 WwT.;

KnasmaTtypa, MblLllb — 1 KOMMMEKT.

Bbi30B M 3arpyska

3arpyska nporpaMMmbl ocyllecTBndeTcsa MNyTéM cTapTa cepsBuca dgrafana: sudo

systemctl start grafana-server.

3anyck nporpamMmbl «AHI» ocyllecTBndgeTca nyteM goctyma K 3000 nopty (Mpu

nepBoHaYanbHOM ycTaHOBKe) BM uepes B26-6paysep. Janee, Heo6xoaMMO Mpomn3BecTm

HacTponKy dannoB KoHOUIypauMm ana ganbHenwem paboTbl.

©.

BxoOHble OaHHble

B kauecTtBe BXoAHbIX AaHHbIX AHI mMcnonb3yeT mHbopMauuto m3 bOY MIPL, m

noros MI'PL. ®opmaT BXogHOM MHOPMaLMM NprBeaeH B Tabnuuax1, 2 n 3.

Tabnuual.
dopMaT AaHHbIX OnucaHve dopmMaTa
{
"xhrStatus": "complete", CraTtyc 3anpoca
"request": { O6beKT 3anpoca
"method": "POST", MeTopq 3anpoca
"url": "api/datasources/proxy/5", ALpPec UCTOUYHMKAE OaHHbIX
"data": { HaHHble 3anpoca
"jsonrpc": "2.0", Bepcusa popmata
"method": "history.get", MeTon nony4yeHuns gaHHbIX
"oarams": { MapameTpbl 3anpoca
"output": "extend",
"history": "0",
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"itemids": [
"23277"
]

"sortfield": "clock",
"sortorder": "ASC",
"time_from": 1539092829,
"time_till": 1539103629

2

"id": 1,

"auth'":

"7833d8la75cbe6dac8deb32f3035ed03"

}
2

"response": {
"jsonrpc": "2.0",
"result":

{
"itemid"; "23277",
"clock": "1539092877",
"value": "37.1046",
"ns": "180595909"

2

{
"itemid": "23277",

"clock”: 1539092937,
"value™: "43.6530",
"ns": 199447898"

L

{
"itemid": "23277",

"clock™: "1539092997",
"value'": "37.5326",
"ns'": "67332802"

L

{
"itemid": "23277",

"clock": "1539093057",
"value'": "52.4944",
"ns": "207097811"

2

{
"itemid": "23277",

"clock": "1539093117",
"value'": "42.9541",
"ns": "61684984"

L

{
"itemid": "23277",

"clock™: "1539093177",
"value'": "36.2039",
"ns'": "939042804"

L

{
"itemid": "23277",

"clock": "1539093237",
"value": "37.4521",
"ns": "855529457"

}

NpoeHTudUKaTop obbekTa 3arnpoca

OoTBeT

NoeHTudmKaTop obbeKTa

BpeMeHHas oTMeTKa

3HaYeHne nepeMeHHoOM

HaHocekyHOHadg oTMeTKa, Koraa daHHble 6bim
rMony4veHsbl
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],
id" 1
}

} }
}

Tabnuua 2.

"_source": {

"@version": "1",

"syslog_timestamp": "Oct 8 15:28:44",
"syslog_severity_code": 5,

"syslog_hostname": "vm-nau75-fe-master",
"syslog_message": "Reply BDU{\"short_reply\":
\"NOK\", \"long_reply\": \"no such port b1277954-
cala-41c2-9566-64e393a94al14\"}",
"syslog_severity": "notice",

"received_from": "77.234.203.252",
"received_at": "2018-10-08T15:31:09.333Z",
"syslog_program": "journal",

"type": "syslog"

L

3aronoBok o6bekTa

Bepcua obbekTa

BpemeHHaa oTMeTKa syslog

YpoBeHb nora syslog (ot 0 go 7)

IMa XxocTa MallMHbIl, C KOTOPOMW NPUHAT Nor
CoobleHune nora

PaclwundpoBKa ypoBHS syslog

ALpec XOCTa, C KOTOPOTo NMPUHAT f1or
BpeMeHHas oTMeTKa NpuHAaTHUA fora
NMa nporpamMMmbl, C KOTOPOW MPUHAT fior
Tun nora

Tabnuua 3

{

"xhrStatus": "complete",

"request": {

"method": "POST",

"url": "api/tsdb/query",

"data": {

"from": "1574619902511",

"to": "1574623502511",

"queries": [{

"refld": "A",

"intervalMs": 60000,

"maxDataPoints": 843,

"datasourceld": 5,

"rawSql": "SELECT name,cast(ram_locked as
decimal) /ram *100 as allo-cated, (ram -
ram_locked) /1500 / 5 as available_vms FROM
svm.servers where active=True\n",

"format"; "table"

1
}
2

"response": {

"results": {

"A"

"refld": "A",

"meta"; {

"rowCount": 2,

"sql": "SELECT name,cast(ram_locked as
decimal) /ram *100 as allocated, (ram -
ram_locked) /1500 / 5 as availa-ble_vms FROM
svm.servers where active=True;\n" },

Ctpoka 3anpoca K API

BpemMeHHOe OKHO

3anpoc Kk bY

Yumcrno cTpok oTBeTa
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"series": null,

"tables": [{

"columns": [{

"text": "name",

"sort": true,

"desc": false,

"title": "Ima cepBepa",
"style": {

"alias": "Mma cepBepa",
"colorMode": null,
"colors": [

"rgba(245, 54, 54,0.9)",
"rgba(237,129, 40, 0.89)",
"rgba(50, 172, 45, 0.97)"

1,
"dateFormat": "YYYY-MM-DD HH:mm:ss",
"decimals": 2,

"mappingType": 1,

"pattern”: "name",

"oreserveFormat": false,

"sanitize": false,

"thresholds": |

1,
"type": "string",
"unit": "short"
2
"hidden": false,
"$$hashKey": "object:65"
2

{

"text": "allocated",

"title": "MpoueHT 3aHaToM NamMaTn',
"style": {

"alias": "lMpoueHT 3aHaToM NamaTn',
"colorMode": "cell",

"colors": [

"rgba(50, 172, 45, 0.97)",
"rgba(237,129, 40, 0.89)",

"rgba(245, 54, 54, 0.9)"

1,
"dateFormat": "YYYY-MM-DD HH:mm:ss",
"decimals": 2,

"mappingType": 1,

"pattern": "allocated",

"thresholds": |

"70",

ngQ"

1,
"type": "number",
"unit"; "percent"
2
"hidden": false,
"$$hashKey": "object:66"
2

{

"text": "available_vms",
"title": "OueHKa OOCTYMHbIX K CO30aHMIO XPaHW-
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o,

"style": {

"alias": "OLUeHKa OOCTYMHbIX K CO34a-HUIO
XpaHunuLy',

"colorMode": "cell",

"colors": [

"rgba(245, 54, 54,0.9)",

"rgba(237,129, 40, 0.89)",

"rgba(50, 172, 45, 0.97)"

1,
"dateFormat": "YYYY-MM-DD HH:mm:ss",
"decimals": O,

"mappingType": 1,

"pattern": "available_vms",

"thresholds": |

o
ng

1,

"type": "number",

"unit": "short"

L

"hidden": false,

"$$hashKey": "object:67"

}

1,

"rows": [ NMony4vyeHHble 3HaveHnsa 13 BaY

[

"srv32.dc3.gddc.smarts.ru",
39.71034804952114,
10

],
[

"srv3l.dc3.gddc.smarts.ru",
56.06166783461808,
7

]
I,
lltypell: ll.tablellY

llrefldll: IIA\IIY

"meta"; {

"rowCount": 2,

"sql": "SELECT name,cast(ram_locked as deci-
mal) /ram *100 as allocated, (ram -
ram_locked) /1500 / 5 as available_vms FROM
svm.servers where ac-tive=True;\n"

}
}]

v
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7. BbIxogHble 0aHHbIE

BbIXoOHbIMU OaHHbIMU ABMAAIOTCA reHepauusa M BM3yanm3auma OTYETOB B OKHe
Opay3epa Ha OCHOBe pPe3y/1bTaToOB aHaNM3a OaHHbIX U3 BblOPaHHbIX UCTOYHMKOB BOY
MI'PL, v noroe MIPL. Takke Mpou3BOoAUTCH 3anmcb MHPOPMALIMKM O BbIMOHEHHbIX

OEeNCTBUAX B popMaTe CUCTEMHOIO yypHana.
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