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1.1.

ObLwme cBegeHma

Ob6o03HayeHne N HaMMeHOBaHWe NPorpamMmbl

Mporpamma «lopTan agMUHUCTPATOPOB W nonb3oBatenen (MAM)»  wnmeeT

cnenytouwme atpuobyThi:

1.2.

HanmeHoBaHMe ncnonHaemMoro ¢amna - urls.py;
Pa3mMep ncnonHaemoro ¢pamnna - 1898 6anT;
Bepcua damna - 1.7;

Bepcuma nponykra - 1.1;

BHyTpeHHee nma — urls;

NcxogHoe nma danna - urls.py;

HazBaHwme npoaykra — NAIrf,

OnuncaHue Bepcun damna — Release.

[TporpaMMHoe o6ecnequl/|e, Heobxogmmoe ang

PYHKLMNOHMPOBAHMA NMPOrpaMmbl

CuncTteMHble nporpamMMHble CcpenctBa, NCroJib3yeMble I'IpOFpaMMOl;I IMATl, OofKHbI

ObITb:

Python - @3blk MNporpaMMMpPoOBaHUA BebG-MPUNOXKEHUM, OCHOBHOM A3bIK
NporpaMMMpPOBaHNS peLlleHnn MHGOPMaLMOHHO-PacYeTHbIX 3agady MNATT;
JavaScript — 43blK MPOrpPaMMUPOBaHUA BeO-MPUNOXKEHWI, BCMOMOraTelbHbIM
A3blK MPOrpaMMMUpoOBaHME MoBedeHMa Beb-CTpaHUL, NMpU B3aMMOOEWCTBUK C
rMosib3oBaTeNeMm;

Django — MacwTabupyemMbin dpenMBOpPK ONa pa3paboTkM BCeX KOMMOHEHTOB
MATT;

CSS - KacKagHble Tabnuubl CTUNen BMU3yasbHOro npeacraBneHma nHdopmMaumm
MOosb30BaTEN!IO;

HTML — 93bIK pa3MeTKn Beb-CTpaHULUbl OANna oTobparkeHna nx B Beb-bpay3epe;

SQL - 93blk NporpaMMmMpoBaHmMa ana paboTbl ¢ AaHHbIMU B BAY,;
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RESTful API noacmnctembl ACP — nporpaMMHbIn MHTepdenc ana goctyna MAT K
dyHKUMam ACP;

RESTful APl Openstack - nporpaMMHbii MHTepdenc aona poctyna Al K
dyHKUMamM Openstack;

Cucrtema KoHTponda Bepcum GitlLab;

OnepaumoHHasa cuctemMa — HayJIMHYKC;

CucteMa ynpasneHusa 6a3zamMum gaHHbix — CYB[ PostgreSQL, kak yactb BAY;
CpenctBa uHTerpaunm T[AIT ¢ noacuctemamm CUY — MnporpaMMHbIA  Kof
B3ammogenctema ¢ KCYB;

CpenctBa rmnepTekCToBOM 0OpaboTKM OaHHbIX U reHepauum Beb-CTpaHuL, —
Apache HTTP Server,

Ona KIMEeHTCKOM 4YacTM nporpaMmHoro obecnedyeHua T[TAIMN MoryT ObiTb
MCMOMb30BaHbl NMObble OoMepauUMoOHHbIE CUCTEMbI, MoadepXXMBatolme paboTty
oOQHOro m3 WHTepHeT-b6pay3epoB: Chrome Bepcum 60, Microsoft Internet

Explorer, Bepcum 11 u Bbiwwe; Firefox, Bepcum 45 m Bbiwe.

1.3. H3blkK nporpaMMmMpoBaHmd, Ha KOTOPbIX HalrtmMcaHa

nporpamMmma

McxoOHbIM A3bIKOM OaHHOM pa3paboTkm aendetca Python 2. Cpena pa3paboTku -

HayJlMHyKc Bepcua 7.3, KOMNUAATOP U cpefa BbiNonHeHna - Python 2.7, HayJlMHyKc

Bepcua 7.3.

2.

2.1.

(DyH KUMOHaJIbHOE Ha3Ha4YeHWne

Knacchbl pellaeMblix 3agad

OCHOBHble 3aa4K, peLlaeMble NMPOorpaMMont:

B3avMopencTBme Mexpy rnosb3oBateneM  (aAMUHUCTPATOPOM  CUCTEMB,

nofib3oBaTeneM) n nogcmncremamm LUOO;
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e [lpenocCTaBnaTb MOMb30BaATEND BO3MOXHOCTb 3amnpallnBaTb WMCMOAb30BaHME
OOCTYMHbIX €My pecypcoB, 3agaBaTb TKO, 3anpawwBaTb MHPOpMaUUO O
COCTOAHMM BblIAENEHHbIX PECYPCOB;

e YCTaHOBKa MPMOPUTETOB M OFpaHUYEHUM Ha WCMNOSMb30BaHME BbIOENEHHbIX
pecypcoB MIPL; BbiMmonHeHWe BbldUCNEHUIN, obpaboTka OaHHbIX, Nepenada
OaHHDbIX;

e AyTEHTUDUKAUUS U pasrpaHnYeHmre NoTHOMOYKMIM NoSb3oBaTeNew;

e Pe3epBupoBaHME pecypcChbl A9 CO34aHNA BUPTyanbHOM MHPPACTPYKTYPbI;

o KoH®UrypupoBaHMe pecypCcoB B paMKax NpeaoCTaBNeHHbIX YCYT,

e 3arpyska wabnoHoB 3anpocoB kK CNY B BuOe TEKCTOBbIX GanoB 1 NepenaBaTb

KOMaHObl Ha X 3alrycCkK.

2.2. HasHayveHMe nporpamMmbl

OCHOBHOE Ha3HayeHue nporpamMmsbl «lopTan aaMMHUCTRATOPOB U MNMonb3oBaTenem
(MAM)» - obecredyeHMe B3aUMOOENCTBUA aOMUHUCTPATOPA W MNofb3oBaTesen

BMPTYyanbHbIX pecypcoB MIPLL c nogcunctemamum CHY.

2.3. CBegeHma o PyHKLMOHANbHbIX OrpaHNYeHMAax Ha

npmMeHeHme

Mporpamma «lMopTan agMMHUCTPATOPOB M Nofnib3oBaTtenen (MAIM)» npegHasHa4vyeHa
ana pabotbl B Chrome Bepcum 60, Microsoft Internet Explorer, Bepcuu 11 1 Bbiwe; Firefox,
BepCcunM 45 u BbliLLe.

Pa3mep damna: He 6onee 10 M6.

He peann3oBbiBaeTCca Oo3arpy3ka ¢awmna.

B Tabnuue 3arpy>keHHbix dannoB otobparkaeTca 20 CTPOK.

B dopmMe 3arpy3ks danioB MNoMb3oBaTeflb MMEET BO3MOXHOCTb YKa3aTb
KOMMEHTapun B crneumanbHOM none.

PeannsoBaHa BO3MOXHOCTb pedaKTMpOoBaTb KOMMEHTapui cpa3y B Tabnuue Ha
dopme.

PeannsoBaHa COpPTUPOBKA CTPOK B Tabnuue Ha dopMe, Mo yMOMYaHUIO Mo «daTe

N3IMEHEHUNAN.
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Dannbl 3arpy»atoTca Ha cepBep C yCTaHoOBAeHHOM nogcucTtemon AT, B nanky

«kopeHb\PAP\TemplateFile\Ma nonbsosaTens».

3. OnucaHue Norm4yeckom CTpyKTypbl

3.1. Anroputm

OcHoBoWn apxuTekTypbl [TAlN gBnaetca mogenb MVC — Model-View-Controller

(Mopenb-lNpencrtaBneHme-KoHTponaep), CM. PUCYyHOK 1.

Mopenb MpencraBneHme

KoHTponnep

API

PurcyHok 1. Apxutektypa MVC

NMpnMeHeHre KoHuenumm MVC cocTouT B oTaeneHumn bmsHec-nornkm MATN oT eé
BM3yanmsauummn.

Mopgenb nNpeacTaBndaeT OaHHble, C KOTOpbIMKM paboTatoT nonb3oBaTenn. Moaenb
ABNAEeTCA NOCPELHMKOM MeXay KoHTposnepom n CYB/.

MpeaocTtaBneHune aBndetca MHTepdencoM nonb3oBatend, html-ctpaHunua depes
KOTOPYIO MONb30BaTeNb, 3aeallmm B MNAT, B3aMMOOENCTBYET C HUM.

KoHTponnep - 4acTb, KOTOpasd oTBeYaeT 3a 06paboTky MOCTymaktoLmx oT
nofib3oBaTena 3anpocoB. MNony4mB 3aMnpoc, KOHTPOIEP BbI3biBAeT COOTBETCTBYHOLLMMN
MeTon ONA reHepauuun NpeacTaBNeHMsa Mofib3oBaTento, NMbo OWMOKY ecnm 3anpoc He
KOPPEKTHbIW.

Yepes APITTATT ocyLecTBNFET 3anpochl K KoMroHeHTaM CHY.

3.2. Vlcnonb3yeMble MeToabl

Pa3pabaTbiBaeMaa nporpamMma «MopTan agMUHUCTPATOPOB W MNofib3oBaTenen
(MAM)» npenctaBnaeTr cobon OYHKUMOHANBbHO 3aKOHYEHHbIM KOMMOHEHT. [lpwu
MOCTPOEHMM M OpraHm3aunm GyHKUMOHMpPOoBaHMA Al peanmn3yeTca TpexypoBHeBas
APXUTEKTYPY pacnpefeneHHbIX BbIMUCUTENbHbLIX CUCTEM. B HOaHHOWM apxUTeKType
CyLLEeCcTBYeT TpW YPOBHA MPOrpaMMHOro obecrnedyeHus, Kaxkabl M3 KOTOPbIX MOXeT

OYHKUMOHMPOBATL Ha pPa3HbIxX NiaTdopmax:
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YpoBeHb MOMb30BaTENNbCKOro MHTepdenca (KIMeHT), KOTopbi obecnedymBaeT
MONMHOPYHKLUMOHaNbHbIM  OOCTYN Mofib3oBaTesien 4yepe3 CcTaHOapTHbIM Be6-
Opay3ep He3aBUCUMMO OT MecT PM3MYecKoro pacrnonioxxeHmsa [MMAM ¢ ydyeTom
BO3MOYXHOCTU paboTbl C MOBUMIbHBIMUK YCTPOMCTBaAMU;

YpoBeHb MOrMKKM MPUNOXKEHUN N 00pPabOTKKM OaHHbIX. DTOT MPOMEXYTOUHbIN
YPOBEHb pacrofiaraeTcs Ha cepBepe T.H. cepBepe NPUIOXKEHUN,

BO, B KOTOpPOWM XpPaHATCA [OaHHble TMOACUCTEMbI, HeobxoouMble A4
PYHKLUMOHMPOBAHMA  MPOMEXXYTOYHOINO  YPOBHA. IOTOT YPOBEHb  MOXET
BbIMOMHATLCA KaK Ha cepBepe NPUMOXXEeHUIN, Tak U Ha OTAEeNbHOM cepBepe 6a3bl
OaHHbIX. B kadecTtBe B onga MNMATl1 ncnonbsyetca cneunanbHoO BbligeneHHaa B B

cocTaBe b/1Y.

TpexypoBHeBaa apXMTEKTYPA «KITMEHT-CepBep» MMEET crieaytollre NperMyLLecTBa:

Mcrnonb3yeTcsa «TOHKUW» KNMEHT (Beb6-bpay3ep), ANna KoToporo TpebyeTca MeHee
Joporocrodilee annapaTHoe obecneyeHme;

OcyLLecTBNAETCA LeHTpann3aumsa Normkn NPUNOXKeHUM ONg MHOMMX KOHEeYHbIX
nonb3oBaTesiel Ha OOHOM cepBepe MNPUIOXKeHUa U, KakK CleacTBue,
LeHTPanM3aumsa ConpoBOXAEHNA MPUNoXKeHMa. bnarogaps 3ToMy UCKItoYaeTca
HEeoObXOOMMOCTb Pa3BEPTbIBAHMUSA MPOrPaMMHOro obecrnedyeHmns Ha MHOXecTBe
KOMMMbIOTEPOB, UYTO MNpeacTaBnaeT cobor OOHYy M3 CaMbIX CMOMXHbIX 3adady B
OBYXYPOBHEBOW MOOENMN «KITMEHT-CepBep»;

Mcnonb3yeTcs OOMONMHUTENbHAs MOy TbHOCTb, KoTopagd ynpoulaeT
MoOAMDUKALMIO UMK 3aMeHY NMPOrPaMMHOro obecrnedyeHms KaXaoro ypoBHa 6es3
OKa3aHUa BMIMAHMSA Ha OCTallbHble YPOBHMU;

BO3MOYHOCTb OTAENEHUSA OCHOBHOW JIOMMKU TMPUNOXKEHUA OT GYHKUMIM 6asbl

OaHHbIX, UTO yrnpouwlaeT 3ada4y paBHOMEPHOIo pacripeneneHnd Harpysxkn.

3.3. CTpyKTypa nporpaMmbl C onncaHmem yHKLNKN

COCTaBHbIX YaCTEW 1 CBA3U Mexay HMMU

Mporpamma «lMopTan agMUHUCTPaATOPOB W nofib3oBaTtenen (MAl)» coctouT M3

(PrcyHOK 2):

Moaynb ynpaBneHusa pecypcamm MIPL, (MYP);
Moagynb ayTeHTUOUKaAUMM U pa3rpaHUYeHna MOTHOMOYMK Mofb30oBaTenem

(MAPTIM);

CTpaHuLua | 6



< B cMAPTC

e Mopaynb 3arpy3ku WwabnoHoB 3anpocosB kK CNY (M3LLU3);

e Moaynb MHTerpauum c nogcmcrteMamm CHNY (MUN).

ATl

Monynp H}-TTEHTIIKIJI-IKHHI-IH II pasrpaHIYeHIIe
[IOJIHOMOYIHII IIOJIB30BaTElIeH

17

Moayns 3arpy3kn
a0 IOHOB 3alIPOCOB
k CUY

Moayne ynpaBiaeHN
pecypcamMu

17

Moaynp uaterpammu ¢ noacucremamn CHUY

PrcyHok 2. CTpykTtypa lMNATl

Bce MOOYJ/TN BbINMO/THAKTCA KaK NMporpamMMHbie KOMIMOHEHThI, pa3pa6aTb|BaeMb|e no

MeTo40J10T NN Aglle C UCMNOMb30BaHMEM METOO0B OOBbEKTHOIO nporpaMMmMpoBaHMA.

B xoae pa3paboTKu BbIMOMHAETCS:

OnpepneneHne nepedHa  GyHKUMK, KOTOpble  OO/MKEH  Moaaep>xuBaTb
KOHKPETHbIV Moay/b;

OnpepeneHe nepedHsa M CocTaBa BXOOHbIX M BbIXOOHbIX AaHHbIX;
MpoeKTUpOBaHMeE anropmuTMa PaboTbl GYHKLUMI;

MpoeKTUpPOBaHMeE 3KPaHHbIX POPM MHTepderca ANg BbiNonHAEMbIX QYHKLNY;
KogupoBaHMe anroputMa paboTbl, 3KpaHHbIX $OPM, MACCUBOB AaHHbIX Ha

A3bIKaX NMPorpaMMnMpPoBaHMA,

CTpaHunua | 7
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TecTrpoBaHKMe 1 OTMaAKa KaXooro Moayns;

TecTmpoBaHMe 1 oTnagkKa B3aMMOOENCTBUS MeXay MoOynaMu;

,D,OKyMeHTl/I poBaHWMeE B COOTBETCTBMUN C TEXHNHYECKNMIU Tpe6OBaHM¢IMM.

3.3.1.

Mooynb ynpasneHuma pecypcamm MIMPLL

MO,D,yﬂb BbIMO/THAET:

3.3.2.

B3anMogencrTeme Mexxay nonbsoBarenem m nogcucreMamm LLOL;
MpenoctaBngeT MoONb30BaTENO BO3MOXHOCTb 3anpawunBaTb MUCMOMb30BaHME
LOCTYMHbIX EMY PECYPCOB;

[MpenoctaBndeT Nofib30BaTENO BO3MOYXHOCTb 3a4aBaTh TKO;

NpenocTaBnaeT MOMb30BaTENO BO3MOXHOCTb 3amnpalmBaTb MHPOPMaALMIO O
COCTOSAHMW BblOENEHHbIX PECYPCOB;

YCTaHOBKY MPUOPUTETOB W OrPaHUMYEHMM Ha WCMOMb30BaHME BblOeNeHHbIX
pecypcoB MIPL; BbiMmonHeHWe BbldUCNEHUIN, obpaboTka OaHHbIX, Nepenada
OaHHbIX;

Pe3epBrpoBaHMe pecypchbl 4S9 co34aHma BUPTYyalbHOM MHOPACTPYKTYPbI;

KoHpUryprpoBaHMe pecypcoB B paMKax MpeaoCTaBieHHbIX YCIyT.

MO,EI,yﬂb ayTeHTl/ICI)l/IKaLI,l/IS:I N pa3rpaHN4eHme

MOSTHOMOY UMM MoNb3oBaTenem

MO,D,yﬂb BbIMO/THAET:

3.3.3.

AyTeHTUdMKauma nonb3oBaTtena B ACP;
AyTeHTUdMKauma nonb3oBaTtenda B MATT;

PasrpaHnyeHmne NnonHoOMo4YMM nonb3oBartenen B MNATT;

Mopaynb 3arpy3km WwabnoHoB 3anpocoB K CAY.

MO,D,yﬂb BbIMO/THAET:

3arpy3ky wabnoHoB 3anpocoB K C1Y B BUae TEKCTOBbIX GaloB.

CTpaHuua | 8



>
o F cMmAPTC

e [lepepady koMaHabl B KCYB Ha 3anyck wabnoHoB. MNog 3anyckoM LabnoHoB
noapa3syMeBaeTca OTMpaBKa 3ampocoB B odepelb RabbitMQ, cogepykalumx
KoMaHAabl onga areHtos CHUY B popmate YAML.

. OTO6pa)+(eHl/I¢I pe3y/ibTaToB 3alryCKa MoJ1b30BaTESHO.

3.3.4. Mooynb MHTerpaumm ¢ KoMnoHeHtTamm CNY

Mofy/b BbIMNOTHAET:
o [lepepnadyy 3anpocoB B KCYB Ha 3anycK AreHToB;

o [lpremM pesynbTupytowmx oteetoB oT KCYB.

3.4. CBA3UM NporpaMmbl C ApyrmMu nporpamMmmMamMm

YnpaBneHne ayTteHTUdUKaumMenm K pasrpaHudeHmemM  nonHomouumm AT
ocyLlecTBNaeT nyTemM obpauleHunsa K APl Keystone. MNapaMeTpbl MOTHOMOYMIA 3a0at0Tca B
cneunanbHom web-dpopme [AT. Pe3epBUpoBaHME U KOHDUIYPUPOBAHME PECYpPCOB
OCYLLEeCTBFEeTCA NyTeM 3anyCKa creuuanbHbiX areHTtoB 4epe3 noacuctemy KCYB.
BO3MOXXHOCTb 3anpallMBaTb MOSb30BaTeNEM MCMOSb30BaHME OOCTYMHbIX PECYpPCOB U
BO3MOXHOCTb 3agaBaTb TKO peanmsoBaHbl BUOE OBYX BO3ZMOXXHOCTEN:

e CTaHOapTHble 3anpockl K APl cepBMcoB openstack;

o OTnpaBKa 3anpocoB B noacmncrtemy KCYB.

3anpocbl B KCYB oTnpaBnatoTca B odepenb, ynpasngemyto RabbitMQ. Oetanu

3anpoca oTnpasnatTca ¢ BAY ynpaesnaemyto CYB[, PostgeSQL.

4.  Vlcnonb3yeMble TeXHUYeCKMe cpencTBa

B cocTaB MCNob3yeMblX TEXHUUYECKMX CPeaCcTB BXOOMT:

o KoMnbloTep agMUHUCTPATOPA N KOMMbIOTEPLI MOIb30BaTENA C MapaMeTpaMu:
e [lpoueccop He MeHee 1.2 Ty, (Intel);

e Yuycno gaoep npoueccopa He MeHee 2;

o [locTynHag onepaTmBHasa NnamMaTb He MeHee 4 ['b;

o [locTynHasg ouckoBas namMsarb He MeHee 10 I'b;
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e MOHUTOP (OMcnnen) Cc napaMeTpaMn He XxyXKe: pa3Mep 3KpaHa 19", yacTtoTa
pereHepaumnm nsobparkeHnsa He MeHee 60 U, pa3pelleHMne IKpaHa He MeHee
1600x1024 — 1 W,

o KnaBumaTypa, Mblllb — 1 KOMMMEKT.

5. Bbi3oB 1 3arpyska

BbizoB nporpamMmbl Al ocyllecTBNaeTca 4epe3 OTKpbiTMe B Beb-Gpay3epe
cooTBeTcTBYyloLWero URL: http://<uma noMeHa vnnu IP><nopT>
MMa pgoMeHa W MOopT HaCTpamBakTCd agMUHUCTPATOPOM MpW  YCTaHOBKE

nporpamMmbl.

6. BxogHble paHHbIE

BxogHbIMUM gaHHbIMUK [TATT 9aBnatoTCA:

e KoMaHObl W [daHHble Ond  WU3MEHEeHWs OrpaHuMyeHun U MNPUOPUTETOB
rnofib3oBaTenieun;

o IM@a nonb3oBaTena M naporib;

e [laHHble O KOHDUIYpPaLMKM pecypCcoB MNoMb3oBaTend, cogep)alumecs B b1Y;

e [lpepenbHble 3HadeHna TKO 3agaHHOro ypoBHSA 06Cny»KMBaHUa NoTpebutensa.

7. BbIxogHble 0aHHbIE

Pe3ynbTaToM paboTbl MporpaMmbl ABASETCA Bblgada pe3ynbTaToB B Buaoe HTML
CTpaHuL, B dopMe: LWabfoHbl OTOBPaXKeHUa OaHHbIX, Oalbopabl, CUCTEMbl HaBUraLMm
(MeHto, MoMochl MPOKPYTKKM U T.M.), TaBNMLbl, MaHenu, BKNaaKu.

CTpaHuMUbl reHepupyloTca Ha CTopoHe BebO cepBepa, KOTopble nepedaeT UuXx
6pay3epy nonb3oBaTend, KOTOPbI, B CBOK o4yepenb, OTOOparkaeT UX.

BbixogHbIMW AaaHHbIMK [TAT aBngtoTca:

e Pe3ynbTaTbl BbIMOMHEHMA 3amnpoca Mnonb3oBaTena B dopmaTe CcoobLlleHnM

6paysepy;

e 3anMcK O BbIMOMHEHHbIX OENCTBMAX B dopMaTe CUCTEMHOIrO »ypHana (nora) u

BAOY;
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o Tekyline 3HadeHnsa TKO;

e 3anpocbl K KoMnoHeHTaM CNY B dopmaTe YAML:

{timestamp: .., request_uuid: .., host_from: .., program_from: {agent: .., module: ...},
sping: ...}

timestamp — gaTta 1 BpemMa popMmpoBaHmMa 3anpoca B UTC;

request_uuid — YHUKaNbHbIM MOEHTUOUKATOP 3aMpoca, NOoMyYaeMbll C MOMOLLbIO
uuidgen;

host_from — ip agpec (FQDN) XxocTa, C KOTOpPOro nocnaH 3anpoc;

program_from - Mg nporpamMmbl, KoTopaa chdopMmpoBana 3anpoc (MMmse
KOMMOHEeHThI, UMa CKpMnTa);

sping — cepBMUCHOe norse. 3HadeHue true — onpegendaeT, YTo 3TO 3aMpoc, YTobbI
MpoBepuTb “YKMBoW N KOMMOHEHT 2", B 3TOM c/fly4ae B 6a3y AaHHbIX HUYero He nuLleTcs;

3HadeHwue false — ntob6om gpyrom 3anpoc.
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