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1.  HasHadeHMe nporpamMmbl

OcHOBHOE Ha3HadeHume nporpamMmbl «MNM YX[O» - npHUMaTb 3anpocbl oT KCYB,

QHaNM3MpPOBaTb NX KOPPEKTHOCTb, @ TaKXXe nepenaBaTb X Ha McnonHeHme BINKCX.

1.1. BO3MOXXHOCTWM NporpamMmmbl

OcHOBHOM dyHKUMeEN nporpamMmbl «MM YX[» daBnaetca npuém umn obpaboTka
3anpocoB oT KCYB cB¢@3aHHbIX C CO30aHMeEM, yOaneHunem umnm mimeHeHmem BX[ B

cocTtaBe MI'PL.

1.2. OCHOBHbIe XapPaKTEPUCTUKN MNPOrpamMMmbl

MNporpamMma paboTaeT B onepaumoHHoOM cucteme HayJTMHyKC He Hke 7.2.

1.3. OrpaHunyeHmnda, HaknagblBaeMble Ha 061acTb

NnNEMMeHEHWMA MNporpamMmmbl

Mporpamma «MM YX[» He npeaHasHadeHa g9 paboTbl B ornepaulmoHHOM cucTeMe,
OTNIMYHOM OT OMEepPaLMOHHOM CUCTEMBbI ceMencTBa Linux, coBMecTumMom ¢ HayJIMHyKC
BEPCUU HE HIXKe 7.2

Mporpamma «MM  YX[O» wuMeeT cnegylowmm Habop orpaHUYeHuMm Ha
PYHKLMOHMPOBaHME:

e Jltobble pencrtema ¢ BXO nponcxoodar HeobpaTnMo (B TOM Ymcne yaaneHume, Kak

cnegcTBme gaHHble BOCCTAaHOBUTL HENb34a nocne yaaneHuna BX);

o LllndpoBaHME MOXKHO BKIOUYNTb TOMbKO Ang BX Tmna Nextcloud;

e KoaoupoBaHue Ha 6Gaze PugaConoMoHa MOXXHO BK/IOYUTb TOMbKO OS9G iSCSi U

Nextcloud;

e CykaTume gaHHbIX MOXHO BKOYUTb Oas ntoboro tmna BXA.

e PasmMep BXO MMeeT orpaHnyeHmsa, a UMeHHO: MMHUManbHbIv pa3mep 10I6.

e Yucno pennuk gna noboro tmna BXO paBHaeTca 2 nm 3;

o VI3ZMeHeHMe Yncna pennnkK MOXXeT NPOoOnNCXoanTb TOJTbKO B CTOPOHY YBeTMYeHNH,
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o lI3MeHeHMe pa3Mepa BO3MOXKHO TOMbKO B CTOpPOHY yBenunydeHund, OUNCKPETHO

(KpaTHO Ha4YanbHOMY pa3Mepy) U Tonbko ana BX Tmna radosgw.

2. YcnoBua npuMeHeHUs

2.1. TpeboBaHUA K TEXHUYECKUM (ammnapaTHbIM) cpeacTBam

YcnosueM HOPMasJibHOTO PYHKUMOHMpPOBaHMSA BMPTYanbHOM MaLUMHbI
McronHaroLwen KoMnoHeHTbl YX, O0mKHbl 6biTb OOCTYMHbI Ha XOCTOBOW MallMHE He
MeHee 2 MPOoLLeCCOPHbIX aaep, He MeHee 26 onepaTMBHOM MNaMAaTK, He MeHee 1016

OMCKOBOM MaMAaTK.

2.2. TpeboBaHUA K MPOrpaMMHbIM cpeacTBam (Opyrmm

NnporpaMmMam)

CUCTeMHble MporpaMMHble CpencTBa, McrofblyeMble nporpammon MM YXI,
TpebyeMble ona obecrneyeHna GYHKLUMOHMPOBAHUA:

e bpokep cuctembl odepegen coobuweHn AMQP RabbitMQ 35 pomkeH
obecneuynTb OTNPABKY M MPUEM 3aMPOCOB Yepes CUCTEMY oUepenewn;

e CepBep CYB[ PostgreSQL 9 pomkeH obecneynTb 4YTeHMe U 3aruchb
MHPOPMaLUMKM O 3aNpocax, XpaHeHn MHPOPMaALUKM O CO3OaHHbIX BUPTYasbHbIX
ob6beKTax, XpaHeHUMn MHPopMaL MM 0 dU3MYeCcKOM 06opyaoBaHMM,

e CucrteMa nogaepXXaHusa 1 naMeHeHma KoHdurypaumm SaltStack (2017.x v Bbiwle)
OOMKHa obecneynTb B3amMogencTBme ¢ cucteMamm BX[, a TakXKe NpocMoTp u
M3MeHeHMe X MapaMeTpPoB;

e [lakeT pika 0.10.0 ona Python 2.7.5 onga paboTbl ¢ odepenamm coobuieHnmn AMQP
RabbitMQ;

e [lakeT psycopg2 ana Python 2.7.5 ona pa6otbl ¢ CYB[ PostgeSQL;

e [lakeT daemon ang Python 2.7.5 ong paboTbl B peXXxmmMe CUCTEMHOIO AEMOHa;

e [lakeT salt-python anga Python 2.7.5 gnga B3anmMogenctema ¢ SaltStack;

e [lakeTbl multiprocessing gna Python 275 pona obecnedeHua BHYTpPEeHHEM
APXUTEKTYPbI GYHKLMOHMPOBAHMS;

e [lakeT jsonschema onga Python 2.7.5;

e [lakeT PyYaml onga Python 2.7.5;
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e [lakeT json anda Python 2.7.5.

2.3. ObLme XxapaKTepUCTUKM BXOOHOM MHPOPMALLMU

MporpaMmMa nofiydaeT BXOOHOM MOTOK AaHHbix oT KCYB. @opMaT nocTynatroLlemn
nHbopMaLMmM dyepes odepedb coobuleHnn AMPQ: YaML, 4yepe3 6a3y [OaHHbIX
PostgreSQL: JSON. Tak »e BxoAHOW WHboOpMaumen aenatTca otBeTbl BIMKCXO, o

COCTOSIHMW MCMONMHEHUS 3aMpOoCOB Ha Co3aHume, yaaneHme n naMeHeHme BX/.

2.4. ObLMe XxapaKTepUCTUKM BbIXOOHOM MHPOPMaLIMK

B KauecTBe BbIXOOHOM WHPOPMaUMK MporpamMmbl YXI aBAAKOTCA OTBETbI Ha
3anpocbl CO CTOpPOHbl KCYB OTHOCUTENNbHO CO30aHUA, WM3MEeHeHUd, MpocMoTpa
cocToaHMa M yoaneHua BX[, koTopble YX[ MmocbinaeT 4yepe3s odyepenm COOOLLIEHMI
AMQP RabbitMQ B dopmate YAML. lMoopobHyto UHDopMaumo o6 oTeeTe YX[
3anucbiBaeT B pasgen BAOY kKak obbekT B dopmaTe ISON. Takke BbIXOOHOM
nHPopMaumenm ¢dBAFOTCA 3anmcm B dopmaTe CUCTEMHOINO KypHana(nora) o
BbIMOMTHEHHbIX OEWCTBMAX. TaK >Xe BbIXOOAHOWM MHbOPMaUMEN GBMAAKOTCA 3amnpochbl K

BIKCXM, Ha co3pnaHune, MU3MeHeHWe 1 yaaneHune pecypcos BX.

2.5. TpeboBaHUA N YCNOBMA OPraHM3aLLMOHHOIO XapakTepa

Ona paboTtbl NporpaMmmbl «MM YX[O» TpebyeTcs BO3MOXXHOCTb MONMYyYEeHMS OaHHbIX

n3 SMARTS_REGISTRY.

2.6. TpeboBaHUA N YCMOBMA TEXHMYECKOIO XapaKTepa

Ona paboTtbl nporpaMmbl «[MM YX[» He TpebyeTca obecriedeHmsa KaKMx-Nmbo

0CObbIX TpeboBaHUM 1 YCNOBUMN TEXHUYECKOIro XapaKTepa.
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2.7. TpeboBaHUA N YCTOBMA TEXHOMNOIMYECKOro Xapakrepa

Ona paboTtbl nporpaMmmbl «[MM YX[» He TpebyeTca obecriedeHms KakMx-nmbo

0cobbIx TPeboBaHMIN 1 YCIOBUIN TEXHOOMMUYECKOro XapaKTepa.

3. OnucaHwve 3aga4um

3.1. OnpepgeneHme 3agaynm

OcHOBHAa4 3ada4va, pellaeMas NporpaMmMont:

e [MpuvHMMaTb M obpabaTbiBaTb 3amMpoChbl Ha co3daHwe yganeHve U M3MeHeHue
BX ot KCYB

o DopMUpoBaTb KoOMaHAbl ynpasneHuma ona BIICXO ona cos3gaHug, yaaneHua m

namMeHeHmsa BX,

3.2. MeToabl peleHna 3aga4m

MM YXO nonydaeT 3anpoc oT KCYB uyepes oudepenb coobueHnn AMPQ. lMocne
atoro INM YXI npoBepgaeT 3anpoc Ha KOPPEKTHOCTb. ECnm npoBepKa npoLusia yCreLlHo,
TO ecnuv 3TO 3ampoc Ha co3gaHue BX[, TO npoBepdeTcs Hanuume pecypcoB. Ecnum
HanM4yMe pPecypcoB MOATBEPXKAEHO, TO GOPMUMPYETCA CMUCOK PECYPCOB, Ha KOTOPbIX
co3pgaeTtca BX[, n nepeHanpaBndetca B BIMKCXO gna cobCcTBeHHO ero co3gaHus.
BIMKCX, co3gaeT OTBET, cogep Kallmm pesynbtaT co3fgaHmna BX, v nepepnaet ero B NM
YXI. MM YXI reHepupyeT oTBeT ana KCYB.

4., BxogHble 1 BbixoOHble OaHHbIE

4.1. CBegeHMg o BXOOHbIX OaHHbIX

B KayecTBe BXOOHbIX gaHHbIX NporpaMmbl MM Y X ncrnonb3yroTcs:

e [laHHble, MoflydeHHble 13 BOY

e 3anpocbl N OaHHble, MonydeHHble oT KCYB

3anpocbl KCYB nocbinatotca 4depe3 odepegun coobuieHnm AMQP  RabbitMQ.

dopmaT 3anpocoB B odepean coobuleHnim — YAML. MoapobHaa nHdopMaLma o 3anpoce

CTpaHunua | 5



o
o F cMmAPTC

3anucbiBaeTca B pasgen BAY kak obbekT B dopmaTe JSON. dopmMaT OaHHbIX BHYTPU
obbekTa JSON onpegendaetca NPoOrpaMMon MCMOoHUTENEM 3ampoca U MNporpaMmon,
dopMUpytoLLEN 3anpoc.

dopmMaT 3anpoca B odepenm cooblueHnmn AMQP B dopmaTe YAML:

{timestamp: .., request_uuid: .., host_from: .., program_from: {agent: .., module:

- },SpIing: ...}

timestamp — gaTa n BpemMa popMmpoBaHma 3anpoca B UTC;

request_uuid — YHWKaNbHbIN MOEHTUOUMKATOP 3anpoca, NoslydYaeMbi C MOMOLLbIO

uuidgen;

host_from —ip agpec (FQDN) xocTa, ¢ KOTOpOro Moc/aH 3anpoc;

program_from - wWMQ MOporpaMmbl, KoTopasa cdopMMpoBana 3anpoc (Mme

KOMMOHEeHThI, UMa CKpMNTa);

sping — cepBMWCHOe Mosne. 3HadyeHue true — onpepensaeT, YTo 3TO 3aMpoc, YTobbl

MPoOBepPUTb “KMBOWM NN KOMMOHEHT 2", B 3TOM cliyyae B 6a3y OaHHbIX HMYero He

nuuleTcs;

3HadeHue false — ntobom gpyrom 3anpoc.

dopmaT Tabnumubl 3anpocos BAY:

uuid — ngeHTMdUKaTop 3aMpoca, MePBUYHbIN KIOY;

timestamp — gata opMuUpoBaHuda 3anpoca B UTC;

type — Tmn 3anpoca (mon|vhd|vm|chan), CTpokoBbIM TN enum;

body — Teno 3anpoca B dopmaTte JSON;

state — cocTosHMe 3anpoca (sent|processing|completed|received), CTPOKOBbLIN TUM

enum.

[OaHHble, nonydeHHble oT BMNKCX, npeacTtaBnatoT cobom pe3ynbTaTbhl BbIMOTHEHUA

3anpocoB Ha co3gaHme BX v npUHUMaoTCH Yepes pasgensgemMyto namMsarhb.

4.2. CBegeHMga O BbIXOOHbIX OaHHbIX

BbIxogHbIMM OaHHbIMKW NporpaMmbl [NM YXI aBnatoTca:

o 3anpochbl K BINKCX[, Ha co3faHue, yaoaneHune n nsMmeHeHue pecypcos BX;

e OTBeThbl Ha 3anpocbl KCYB no co3gaHuto, UsMeHeHuto 1 yganeHunto BX,;

e 3anucm B dopmMaTe CUCTEMHOIO >XypHana(nora) O BbIMOMHEHHbIX OeMCTBMAX
Pe3ynbTaToM paboTbl NporpamMmbl MM YXI aBnatoTca oTBEThI Ha 3anpockl KCYB,

rnonydeHHble ot BIKCXM, kotopble MM YXI nocbinaet KCYB 4yepes oyvyepenn
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coobueHnn AMQP RabbitMQ B dopmaTte YAML. MoagpobHyto mMHbopMaumto ob
oTBeTe YX[ 3anucbiBaeT B pa3gen BAY kKak ob6bekT B popmaTe JSON. DopmaTt
oTBeTa B obbekTe B popmaTe JSON onpegensaeTca NporpaMMonr UCMoMHUTENeM
3anpoca.

dopmaT oTBeTa B odepean cooblueHnmn AMQP:

{timestamp: ..., reply_uuid: .., host_from: .., program_from: {agent: ..,module: ...},

sping: ...}

timestamp - oaTta n Bpema popmMmpoBaHmg oteeTa B UTC;

reply_uuid - paBeH request_uuid 13 3anpoca B ovyepenm RabbitMQ, Ha KoTopbIn

npwuLen oTBeT;

host_from —ip agpec (FQDN) xocTa, C KOTOpPOro Moc/naH OTBET;

program_from - wWM@ MNporpamMmbl, KoTopaa cdopMUpoBana oOTBeT (MM4A

KOMMOHEHTbI + UMa CKpunTa);

Sping — cepBUCHOE Mosie. 3HaueHue true — onpegensdeT, UTO 3TO OTBET MPOBEPKMU

“>mBon N KoMmnoHeHT 2", B 3TOM c/lydae B 6a3y OaHHbIX HMYEero He nuLleTcs,

3HadeHwue false — ntobom gpyrom 3anpoc.

dopmMaT Tabnumubl oteeToB BAY:

uuid - noeHTndMKaTop 3anpoca, MepBUYHbIM KoY (paBeH uuid B Tabnuue

3aMpocoB)

timestamp — gata popMmnpoBaHng otBeTa B UTC

body — Teno oteeta B popmaTte JISON
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