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2. Has3HadeHume nporpamMmmobl

2.1. Ha3HayveHume nporpamMmbl

OCHOBHOE Ha3HadeHMe nporpamMmmbl «<KCYB» - MpMHKMMaTL 3anpochbl Mofib3oBaTeNen
oT noptanos CHY, nepenaBaTb 3aMpoOCbl HA NCMONMHEHNE KOMIMOHEHTAM UCMONMHUTENAM,
BO3BPaALLATb pe3y/1bTaTbl BbIMOMIHEHMSA 3aMpPOCOB, CObMpPaTb CTaTUCTUYECKME OaHHble 06

MCMONb30BaHUM BUPTYaNlbHOW MHPPACTPYKTYPbI

2.2. BO3MOYXHOCTWM nNporpamMmmbl

OcHoBHOM  dyHKUMeW nporpamMmbl  «KCYB» gBngetca npuvem  3anpocoB
nonb3oBaTenen ot noptanos CNY mn ACP, nepeHanpaBneHmMe 3anpocoB Ha UCMOTHEHME
KOMMOHEHTaM UCMONHUTENAM, BO3BPAT PEe3y/IbTaTOB BbINOMHEHMSA 3aMpPOCOB MopTanam
CNY wn ACP. OcyulecTBfieHMe MOHUTOPUHIA BUPTyanbHOM  MHOPACTPYKTYPDI:

BMNPTYasibHbIX KaHa/I0OB rnepenaydyn gaHHbIX, BX, Bn pPTyaJibHbIX MPOoLUECCOPOB.

2.3. OCHOBHbIe XapaKTEPUCTUKM MNPOrpamMmbl

MNporpamma paboTaeT B onepaumoHHoM cucteme HayJTMHyKC He Hke 7.2.

2.4. OrpaHuyeHusa, HaklagblBaeMblie Ha 061acTb
NpPUMeHEHMA NPOorpamMmbl

Mporpamma «KCYB» He npenHasHadeHa 149 paboTbl B onepaumoHHOM cUcTeMe,
OTIMYHOM OT OMepauUMOHHOM CUCTEMbl ceMencTBa Linux, coBMecTUMoM ¢ HayJ/IMHYKC

BEPCUU HE HMXKe 7.2

3. YcnoBua npMMeHeHus

3.]. TpeboBaHUa K TEXHUYECKUM (anmapaTHbIM) cpeacTBam

B cocTaB TeXHMYeCKnx cpencCTB OO0/IHXXHbI BXOOWTb:
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BupTyanbHasa MalWMHa, KOTOPOM OOCTYMHO Ha XOCTOBOM MalLUMHE He MeHee, YeM |
vCPU, 2GB RAM, 15 GB HDD;
TMNepBM30P Ha XOCTOBOM MallMHe gomKeH ObiTb Tina KVM. dopmaT obpasa BM

OOMKeH 6blITb qCOW?2.

3.2. TpeboBaHMA K MpOorpaMMHbIM cpeacTBam (Opyrmm
NnporpaMmMam)

CuUcCTeMHble NporpaMMHble CpefcTBa, MCNofiblyeMble rnporpamMmon KCYB, 0onKHbI

obecneunTb PyHKLMOHMpPOBaHMe KCYB:

Bpokep cuctemMbl odepenein coobuleHmnin AMQP RabbitMQ 3.5 gomkeH
obecrneyunTb OTMPaBKY M MPUEM 3aMNpPOCOB Yepe3 CUCTEMY ovepenen;

CepBep CYB[ PostgreSQL 11 gomkeH obecneymTb YTEHME U 3aMnCb
MHPOPMaLIMK O 3aNpPOocax, XPaHeEHWN MHOOPMALMKM O CO3OaHHbIX BUPTYallbHbIX
obbeKTax, XpaHEHMMN MHDOPMALMIKM O PU3NYECKOM 0O0PYOOBaAHMM;

CuncteMa MOHUTOPKHIA Zabbix 4.0 nomkHa obecneumnTb cO60p 1 XpaHeHue
MHPOPMALIMM O COCTOAHUU 1 MCMONb30BaHMSA MPOLLECCOPOB, CUCTEM XPaHEHUSA
OAHHbIX, BUPTyalnbHbIX KAHaNOB Nepefaym JaHHbIX;

MakeT pika 0.10.0 onga Python 2.7.5 onga paboTbl ¢ ovepenamMm coobuleHmnm AMQP
RabbitMQ;

MakeT psycopg?2 ana Python 2.7.5 ona pa6otbl ¢ CYB[, PostgeSQL;

MNakeT py-zabbix gna Python 2.7.5 ona pa6otsl ¢ Zabbix AP,

MNakeT request ana Python 2.7.5 onga paboTtbl mo npotokony RESTFul AP,
MakeTbl openstackclient u neutronclient gna Python 2.7.5 ang pa6oTbl ¢
OpenStack no REST API npoToKony;

MNakeT gnupg ang Python 2.7.5 gnga wndpoBaHMa 1 gelndpoBaHms
KOHOUIYypaLMmM CUCTEMDI;

MNakeT reportlab ona Python 2.7.5 ona dopmMmmpoBaHmg damna otyeTa B dopmaTe
pdf, KoTopbI GOopMKMPYET MPOrpaMmMa CBEPKU CAMCKa BUPTYaslbHbIX OOBbEKTOB B
obnake 1 B 6a3e BMpPTyanbHbix 06bekToB (BEBO);

MNakeT crypto ana Python 2.7.5 gnga gelwmndpoBKy NepBOHaYanbHOro naponsa BM,

yTOb6bl MONb30BaTENlb MOT BOMTUM B BM.
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3.3. Obume xapaKTeEPUCTUKM BXOOHOW MHPOPpMaL MM

MporpaMMa nofiydaeT BXOLHOM MOTOK AaHHbIX OT nopTanoB CUNY yepes ovepenm
cuctemMbl coobuweHnn AMQP RabbitMQ v cepBep CYB[ PostgreSQL 1. ®opmart
nocTynatowen nHdopmaumm: YAML B odepenm coobuieHnmn, JISON B CYB[ PostgreSQL.
KCYB Taky>ke nony4yaeT B Ka4ecTBe BXOAHbIX AaHHbIX pe3y/bTaTbl BbIMOIHEHUS 3aMpPOCOB
Mosb3oBaTeNeN, MOCTYMaloOLWMX OT KOMMOHEHTOB ucronHutenen: MM YXI B dopmaTe

YAML 1 JSON, oT MpKT MNKC B popmaTte JSON, o1 INB CBDOUM B popmaTe JISON.

3.4, Obume XxapaKTePUCTUKM BbIXOOHOW MHPOPMALMU

B kauecTtBe BbixogHoOM MHboOpMaumm nporpammbl KCYB aBnaioTca oOTBeTbl Ha
3aMpochbl nofibzoBaTenien, nonydeHHole oT MM YXI, MpKT TMKC, NB CB®W, KoTopble
KCYB nocbinaeT noprtanamMm dyepes odyepean coobuleHnn AMQP RabbitMQ B ¢popmaTe
YAML. MogpobHyto nHpopmaumto o6 oreeTe KCYB 3anumcbiBaeT B pa3gen bBOY Kak
06bekT B dopmaTe JSON. Takyke BbIXOOHOW MHPOPMaLMen aBnaoTca 3anmcm B popmare
CMCTEMHOrO XypHana(nora) o BbIMOHEHHbIX 4ENCTBUAX.

BbixogHoMm nHpopMaLmen TakkKe aBnatoTca 3anmcum B pa3sgene BOY o co3gaHHbIX U

yOaneHHbIX BUPTyanbHbiX 06bekTax (BX, BM, BMpTyanbHble KaHanbl Nepenadn gaHHbIX).

3.5. TpeboBaHMA 1 YCTOBMA OPraHM3aLMOHHOIO XxapaKrepa

Ona paboTbl Nnporpammbl «<KCYB» TpebyeTtca Hannume SMARTS_REGISTRY.

3.6. TpeboBaHMA M YCTOBUA TEXHNYECKOIO XapakTepa

Ona paboTbl NporpaMmmbl «KCYB» He TpebyeTca obecneyeHmnsa Kakmx-nmbo ocobblx

TpeboBaHUIN N YCNOBUIMN TEXHUYECKOIO XapaKTepa.

3.7. TpeboBaHUA N YCITOBUA TEXHOTOTMYECKOTO XapaKTepa

Ona paboTbl NporpaMmmbl «KCYB» He TpebyeTca obecneyeHmnsa Kakmx-nmbo ocobblx

TpeboBaHUIN N YCNOBUIN TEXHONOMMYECKOro XxapaKrepa.
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4. OnumcaHwue 3aga4nm

4.1. OnpeneneHne 3agadn

OcHoBHaga 3a4a4a, pellaeMas NporpamMmon:

o DopMUpoBaThb M NMepenaBaTb KOMaHObl KoMMNoHeHTaM CUNY: MpKT MKC, MM YX,

e [lpMHMMaTb 3aMNpPOoChbl MOfib30BaTeNen, MocTynatowmx ¢ nopTtanos MAT, ACP u

AHIT;

e OcCyLLEeCTBNATb MOHUTOPUHT BUPTYarbHOM MHOPACTPYKTYPbI: BUPTYarbHbIX

KaHanoB nepepadn AaHHblx, BX, BUPTyalbHbIX MPOLLECCOPOB;

e YNpaBndaTb cpeacTBaMuy BUPTyanm3aumm GUsnyeckom MHOpacTpyKTypbl:

OpenStack Ha OCHOBE pasfgesyieHnNdA MOTHOMOY M MeXay Mosib3oBaTe/1dMn.

4.2. MeTofbl pelleHna 3agaym

MeTofgbl NpefcTaB/fieHbl CXEMATUUYHO Ha PUCYHKE T HUXKeE.

3anpoc-He:

npaeuAbHbIN. ocaaTh:
oreery]

l

OmuaaHue-3anpoca-

AMOP-u3-ouepeau i

Ouepefb-3anpocos-

n i
AMQPY opransiy

h

3anycy-npouecca-Ha-
BHINOAHEHWE:
aanpocaf]

Y

COOBIMTH-UCTOUHURY- Ouepess-3anpocos:

3anp.0ca-o- AMQPe]

peaynbrated]

PucyHok 1- MeToabl peleHna 3agaym
e YTeHue 3anpoca n3 odepenm coobuieHnm AMQP;

e YTeHue nogpobHom MHbopMaLumm o 3anpoce n3 6Y;
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5.1

3anyck nporpaMmmM o6paboTUMKOB 3aMPOCOB B OTAE/bHOM MpoLecce Ang
obecneyeHus;

napannenM3mMa BbiNoSIHEHUA 3aMNPOCOB;

OTnpaBKa pe3y/bTaToB BbIMOMHEHWS 3aMpPOCOB(0TBETOB) B o4Yepenb COOOLLEHUNI;
AMQP;

3anuncb NoapobHOM MHDOPMALMM O pe3yrbTaTe BbiMOHEHMSA 3anpoca(oTeeTe) B

BOY.

BxoOHble 1 BbIXOOHble AaHHble

CBeOeHusa 0 BXOOHbIX OaHHbIX

B KayecTBe BXOOHbIX gaHHbIX nporpamMmbl KCYB ncnonbsytoTcs:

LaHHble, nony4yeHHble 13 BLY;

3anpocbl N gaHHble, Mony4dYeHHble ¢ nopTasios CHY,
LaHHble, nonyyeHHble oT MM YX],

HaHHble, nonydeHHble oT IMpKT MNKC;

HaHHble, nonydeHHble oT NMB CBOW.

3anpocbl nonb3oBaTenen nocbinatTca ¢ noptanoB CUY depes odepenm
coobLeHnm AMQP
RabbitMQ. ®opmaT 3anpocoB B odepeam coobuleHnn — YAML. lMopopobHas

nHbdopMaLmMa o 3anpoce 3anumcbiBaeTcs B pasnen BOY kak obbekT B dopmaTte JSON.

dopmaTt gaHHbIX BHYyTpW obbekTa JSON onpemenaeTcsa NporpaMmmMor UCronHUTenem

3anpoca 1 NporpamMmmon, GopMupytoLLen 3anpoc.

dopmMaT 3anpoca B odepenm cooblueHnmn AMQP B dopmaTe YAML:

{timestamp: .., request_uuid: .., host_from: .., program_from: {agent: .., module:

- },SpIing: ...}

timestamp — gaTta n BpemMa popMmpoBaHma 3anpoca B UTC;
request_uuid — YHUKaNbHbIN MOEHTUOMKATOP 3anpoca, Nofly4YaeMblii C MOMOLLLbIO
uuidgen;

host_from —ip agpec (FQDN) xocTa, ¢ KOTOpOro Moc/aH 3anpoc;

program_from — nMs NporpamMmMmbl, KoTopaa chopMmpoBana 3anpoc (MmMa

KOMMOHEHTbI, UM§ CKpUMTa);
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e sSping — cepBUCHOe nose. 3HadyeHue true — onpenendaeT, YTo 3TO 3aMpoc, YTobbI
MnpoBepuTb “YKMBowm N KOMMOHEHT 2", B 3TOM c/ly4dae B 6a3y AaHHbIX HUYero He
nuuleTcs.

3HadeHwue false — ntob6om gpyrom 3anpoc.

dopmMaT Tabnumubl 3anpocos BAY:

e yuid - naeHTnPUMKaTop 3anpoca, NepPBUYHbIN KIToY;

e timestamp — gata dopMUpoBaHUd 3anpoca B UTC;

e type—Tmn 3anpoca (mon|vhd|vm]|chan|transaction|fe), cCTPOKOBbIN TMM enum;

e body —Teno 3anpoca B popmaTte JSON,;

e state — cocTodaHMe 3anpoca (sent|processing|completed|received), CTPOKOBbLIN
UM enum;

e reply_queue - o4yepenb OTBETY;

e ta_next-unaeHTMPMKaTOp (Uuid) cnegyroLLero ogMHOYHOro 3anpoca B
TPaH3aKuMu;

e ta_previous — ngeHTUdMKaTop(uuid) NpenbloyLLero ogMHOYHOro 3anpoca B
TPaH3aKuMu;

e reply_dc - ngeHtnomkatop LLOOa, oTKkyaa 6bin mocnaH 3anpoc 1 Kyaa Haao
OTMPaBUTb OTBET.

OaHHble, nony4yeHHble oT MM YX[, npeacTaBnatoT CO60M pe3ynbTaTbl BbIMOMHEHUA
3anpocoB Ha co3paHue/yaaneHne/Mogmnoburkaumio BXO v npuHMMaOTCa Yyepes odepenm
coobLEeHNI

AMQP v B1Y. B BOY gaHHbie oT MM YX[ npenctaBneHbl B popmate JSON.

HdaHHble, nony4veHHble oT MpKT, npeacTtaBneHbl B dopmate JSON, mx cogep)aHme
onpepgenaetca B lMpKT MKC. OHM npencraBnatoT cobon pe3ynbTaTbl BbIMOMHEHUS
3aMnpocoB Ha cosfaHue/yoaneHme/MoanduKaumio BUPTyasbHbIX KaHanos nepenaym
OaHHbIX Mexkay BM B pasHbix LLOHax.

HaHHble, nonydeHHble oT 1B CBO®W, npenctaBneHbl B dopmaTte IJSON, ux
coaepXkaHue onpegensetca B OpenStack. OHM npencrtaBnatoT cobon pe3ynbTaThl
BbIMNOMHEHWS 3aMpocoB Ha cosgaHuve/yoaneHue/Moondukaumio BM, a Takke Ha

cospaHue/ynaneHne obpasos BM.

52. CBegeHmd o BbIXOOHbIX OaHHbIX

BbixogHbIMM OaHHbIMKW NMporpaMmMbl KCYB asnatoTcsa:
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3anpocbl Ha co3fgaHne BUPTYanbHbIX TMHMW CBA3M ON49 nepegadvm JaHHbIX
Mexxagy BM;

3anpocbl Ha NepeKtYeHNE BUPTYanbHbIX TMHUW CBA3UM A9 Nepefadu aHHbIX
Mexxagy BM;

3anuncu B opMaTe CUCTEMHOIO »XypHana(fiora) o BbINOSIHEHHbIX AENCTBMAX,;
MocnenoBaTenbHOCTb KOMAH/I 4S19 BbIMONHEHMA nepepacnpeneneHma
BbIYMCINTENbHbIX PECYPCOB (MPpOoLEeCCOpOB) pacnpeneneHHbix LLO;

3anucb 0 co3gaHHOM BUPTYanbHOM pecypce (0bbekTe) (BX, BM, BUpPTyanbHbIN
KaHan) B popmaTte BAY;

3anucb 06 yoaneHHOM BUPTyanbHOM pecypce (06bekTte) (BX, BM, BUpTyanbHbIM
KaHan) B popmaTte BAY;

3anpoLlleHHble CTaTUCTUYECKME OaHHbIE MO NCMOJb30BaHMIO pecypcosB.

Pe3ynbTtaToM paboTbl nporpammbl KCYB aBnatoTcad oOTBeTbl Ha  3anpochl

nonb3oBaTtenen, nonydeHHble oT MM YXO, TMpKT MKC, B CB®W koTopble KCYB

rmocblNaeT nopTanam Yyepes odepenmn coobuieHnn AMQP RabbitMQ B dopmate YAML.

MoapobHyto nHbdopMaumio o6 oteete KCYB 3anumcbiBaeT B pa3gen BOY kKak o6bekT B

dopmaTe JISON. DopmMaT oTBeTa B ob6bekTe B popmMaTe JISON onpepensgeTca NporpamMmMon

ncnonHutTenem 3anpoca. YopmMaTt oTBeTa B ovepenm coobuleHmnm AMQP:

{timestamp: ..., reply_uuid: ..., host_from: .., program_from: {agent:..,module: ...},

sping: ...}

timestamp - oaTta n BpemMa popmMmpoBaHmMg oteeTa B UTC

reply_uuid - paBeH request_uuid 13 3anpoca B ovepenmn RabbitMQ, Ha KoTopbIn
npuwlen oTBeT

host_from —ip agpec (FQDN) xocTa, C KOTOpPOro MocnaH oTBeT

program_from — nMsa Nporpammbl, KoTopaa chopMmMpoBana oTBeT (MM4
KOMMOHEHTbI + MMSA CKpUNTa)

sping — cepBUCHOe Mnorne. 3HadeHue true — onpeaenaeT, YTo 3TO OTBET MNPOBEPKMU
“>XuBom N KoMnoHeHT 2", B 3TOM cliydae B 6a3y OJaHHbIX HUYEro He nNmLleTcs;

3HadeHwue false — ntobom gpyrom 3anpoc.

dopmaT Tabnumubl oteeToB BAY:

uuid — ngeHTUPMKaTop 3anpoca, NePBUYHbIN KoY (paBeH uuid B Tabnuue
3aMpocoB)
timestamp — gata popMumnpoBaHmg otBeTa B UTC

body — Teno oteeTa B popmaTte JISON
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MHdopMauma o cosgaHHOM BUpPTyanbHOM pecypce (obbekTte) (BXO, BM, kaHan)

3anucbiBaeTca B pasgen bAY, 6a3y BuMpTyanbHbix 06bekToB (BBO). ®opmaT 3anmcu B

BEBO:

resource_uuid — uuid (MMa) pecypca(obbeKTa)

timestamp - gata » Bpema 3anmcm B UTC

subscription_uuid — uuid noanNMcKu

client_uuid — uuid KnMeHTa

provider_uuid - uuid npoBangepa

resource_code - kop, pecypca, CHANNEL/VM/SDS/CLOUD/SUBSCRIPTION
resource_state — cCOCTOsAHME pecypca
(READY/STOP/CREATING/DELETING/UPDATING/ERROR)
resource_parameters_in_json — geTanbHaa nHGopMaLma o pecypce B dopmaTte
JSON

resource_location — pacnonoxeHue pecypca B popmate JSON
request_uuid — uuid 3anpoca Ha co3gaHne pecypca

resource_availability — pocTtynHocTb pecypca, ENABLED/DISABLED

MHdopMauma ob yoaneHHOM BUpPTyanbHOM pecypce (obbekTte) (BXO, BM, kaHan)

3anucbiBaeTca B pa3gen bAY, 6a3y yaaneHHbIx BUPTyanbHbix 06bekToB (BYBO). dopmart
3anuncum B bYBO:

resource_uuid — uuid (MMa) pecypca(obbeKTa)

created - gata 1 BpeMsa co3gaHums pecypca B UTC

deleted - pata v BpeMsa yganeHusa pecypca B UTC

subscription_uuid — uuid noanNMcKu

client_uuid — uuid KnMeHTa

provider_uuid - uuid npoBangepa

resource_code - kof, pecypca, CHANNEL/VM/SDS/CLOUD/SUBSCRIPTION
resource_parameters_in_json — geTanbHaa nHGopmMaLma o pecypce B dopmaTte
JSON

resource_location — pacrnonoxeHume pecypca B popmaTte JSON
create_request_uuid — uuid 3anpoca Ha co3gaHue pecypca

delete_request_uuid - uuid 3anpoca Ha yganeHue pecypca
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